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Practical implementation and simulation of adaptive control
for super-critical cyber-physical systems

This paper presents a practical framework for adaptive control and surviva-
bility management of super-critical cyber-physical systems. A complete sim-
ulation environment is developed, comprising: (i) a hierarchical control ar-
chitecture with regime-dependent feedback laws; (ii) parametric degradation
models for thermal, sensor, communication, and multi-component failure sce-
narios, (iii) detailed control algorithms with tunable parameters; and (iv) a
modular C++ implementation with JSON-configurable settings. Extensive
simulation studies across four realistic degradation scenarios demonstrate
that the proposed adaptive strategies extend safe operation time by 40-76 %,
improve minimum survivability by +0,25 to +0,68, and enable recovery from
super-critical states in 75 % of cases. The implementation is validated
through comprehensive input-output analysis showing consistent hardware
protection across all test scenarios. A formal proof of bounded evolution is
also provided, together with an explicit Lyapunov-based stability argument.
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1. Introduction

Modern cyber-physical systems (CPS) increasingly operate in conditions that trans-
cend conventional critical benchmarks, entering what is defined here as super-critical
operational modes. In such regimes, systems exhibit extreme sensitivity to perturbations,
where small disturbances can rapidly propagate into system-wide failures through non-
linear interactions. Unlike conventional critical systems that operate at the edge of stabil-
ity, super-critical systems may temporarily lose structural integrity while still maintaining
partial functionality — a characteristic that demands new control paradigms.

Traditional approaches to functional safety, exemplified by standards such as ISO
26262 for automotive systems and IEC 61508 for industrial applications, typically pre-
scribe transition to a predefined Safe State upon failure detection. However, for many
contemporary applications — including autonomous vehicles navigating traffic, surgical
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robots during procedures, and industrial manipulators handling hazardous materials —
immediate shutdown may present greater hazards than continued operation with degraded
functionality. This necessitates control strategies capable of graceful degradation and
rapid reconfiguration.

The concept of survivability in complex systems has evolved significantly since
von Neumann's foundational work on reliable computation from unreliable components
[1]. Modern interpretations emphasize the system's ability to maintain essential functions
despite component failures, environmental disturbances, or adversarial actions [2, 3]. This
paper extends these concepts to the super-critical domain, where traditional redundancy-
based approaches prove insufficient due to cascading failure mechanisms and resource
constraints.

The primary contributions of this work are:

1) a practical hierarchical control architecture with mathematically defined regime
transitions and adaptive feedback gains optimized for each operational mode;

2) detailed parametric models for four realistic degradation scenarios (thermal, sen-
sor cascade, communication, multi-component) with validated physical parameters;

3) complete control algorithms with pseudocode implementations, tuning guide-
lines and quantitative effectiveness analysis, accompanied by a formal proof of bounded
evolution (Theorem 1);

4) a modular C++ simulation framework with JSON configuration enabling rapid
prototyping and parameter studies.

The remainder of this paper is organized as follows. Section 2 reviews related work
and the state of the art. Section 3 presents the system architecture and mathematical
framework. Section 4 details the degradation models and simulation parameters. Section
5 describes the control algorithms and provides their theoretical justification, including
the proof of Theorem 1. Section 6 presents the C++ software architecture and the scala-
bility analysis. Section 7 reports comprehensive simulation results. Section 8 discusses
practical implications and limitations. Section 9 concludes the paper and outlines direc-
tions for future research.

2. Related work and state of the art

The problem of maintaining functionality in the presence of faults, disturbances and
partial component failures lies at the intersection of several active research areas: fault-
tolerant control, resilient cyber-physical systems, adaptive and learning-based control,
and functional safety engineering. A concise review of each area is given below, together
with the positioning of the present contribution.

A. Reliability and Survivability Foundations

The systematic study of computation and control under component unreliability
originates with von Neumann's 1956 monograph [1], in which he demonstrated how ar-
bitrarily reliable behavior can be synthesized from unreliable elements through redun-
dancy and majority voting. His work established the quantitative link between component
failure probability and system-level reliability that underpins modern reliability engineer-
ing. Contemporary developments extend this legacy to networked cyber-physical sys-
tems: the survey by Zhang et al. [2] catalogues physical-safety and cyber-security threats
to multi-agent CPS, and the roadmap by Ratasich et al. [3] identifies resilience mecha-
nisms for the industrial Internet of Things. Colabianchi et al. [4] provide a systematic ta-
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xonomy of resilience in the CPS context, distinguishing it from reliability, robustness and
survivability — a distinction that is essential for the super-critical domain considered here.

B. Fault-Tolerant and Adaptive Control

The classical reference on fault detection, isolation and accommodation is the mon-
ograph by Blanke et al. [5], which formalises the architecture of fault-tolerant control
(FTC) systems and provides the parametric failure models used later in this paper. Recent
advances extend FTC to nonlinear systems with actuator faults using event-triggered re-
inforcement learning [6], neural-network observers [7], and model-predictive methods
with Lyapunov-Razumikhin analysis for time-delayed batch processes [8]. Off-policy re-
inforcement learning has been applied to min-max fault-tolerant tracking in industrial
processes [9], while Cohen and Belta [10, 11] developed control-barrier-function tech-
niques for safe exploration and adaptive Lyapunov-based stabilisation. Lopez and Slotine
[12] proposed a universal adaptive controller for nonlinear systems which achieves guar-
anteed transient performance under parametric uncertainty.

The framework presented here differs from the above in three respects. First, it ex-
plicitly targets the super-critical regime, in which the Lyapunov derivative is allowed to
be temporarily positive provided recovery is guaranteed within a prescribed horizon. Sec-
ond, the regime-dependent gains are obtained from a family of discrete algebraic Riccati
equations (DARE) rather than from a single adaptive law. Third, the approach is explicitly
engineered for embedded deployment with hard real-time constraints.

C. Digital Twins and Model-Based System Health Management

Liu [13] reviews control strategies for digital-twin systems and emphasizes the role
of synchronised high-fidelity plant models for predictive fault management. The degra-
dation models developed in Section 4 of the present work can be viewed as a lightweight,
real-time implementation of the digital-twin concept: parametric models of thermal, sen-
sor and communication health are co-simulated with the plant in order to drive regime
transitions.

D. Security-Aware and Distributed Control of CPS

Safety and security are increasingly analyzed jointly for networked CPS. Ge ef al.
[14] propose a Krein-space attack-detection scheme for sensor networks under deception
attacks, and Feng and Hu [15] develop secure cooperative event-triggered control for lin-
ear multi-agent systems under denial-of-service (DoS) attacks. Distributed perception is
a further enabler: Tian ef al. [16] demonstrate Kimera-Multi, a robust distributed dense
metric—semantic SLAM system for multi-robot platforms. The software architecture in
Section 6 is designed to be compatible with such distributed middleware stacks (ROS 2 /
DDS).

E. Super-Critical Operational Modes and Positioning of the Present Work

The notion of a super-critical operational mode was introduced in the author's ear-
lier papers [17] and elaborated in the PhD dissertation [18]. Those works established the
qualitative definition of the super-critical regime and proposed the hierarchical abstrac-
tion model that motivates the control architecture of Section 3. The present paper com-
plements this earlier line of research by (a) giving a concrete, implementable pseudocode
for each control layer, (b) providing simulation evidence that quantifies the benefits
across four distinct degradation scenarios, and (c¢) supplying a formal proof of bounded
state evolution (Theorem 1, Section 5). Thus, the present work represents a transition
from conceptual and modeling studies to a validated engineering framework.
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3. System architecture and mathematical framework

A. Hierarchical Control Structure

The control system implements a four-level hierarchical architecture, where each
level operates at a distinct time scale and abstraction level. This separation of concerns
enables targeted responses to different types of disturbances while maintaining overall
system coherence. The architecture is summarized in Table 1.

Table 1. Hierarchical control architecture

Level Component Primary Function Update Rate

Direct actuator/sensor interface,

interrupt handling 10 kHz (interrupt)

LO Hardware Layer

PID loops, torque/position

L1 Servo Control regulation, trajectory tracking 1 kHz (deterministic)
L2 Supervisor Fault dgtectlon, regtme gla551ﬁca- 100 Hz (soft real-time)
tion, mode switching
. Task planning, resource allocation, .
L3 Mission Manager 10 Hz (event-driven)

reconfiguration

The LO layer provides hardware abstraction, handling sensor acquisition and actu-
ator commands at the highest frequency. The L1 layer implements classical servo control
with adaptation mechanisms described in Section 5. The L2 supervisor layer monitors
system health indicators and triggers mode transitions. The L3 mission layer manages
high-level objectives and coordinates degraded-operation strategies.

B. Plant Model

The controlled plant is modeled as a discrete-time linear parameter-varying (LPV)
system in which the system matrices depend on the resource health vector p(?):

Xer1 = Aa(Pr) Xk + By e + Eq(pi) Sk (D

Yi = Ca(pr) X + v (2)

where x;, € Rn is the state vector; u; € Rm is the control input; y, € Rp is the meas-
urement vector; &, represents external disturbances; v, 1s measurement noise;
Pr € [0,1]" is the resource health vector with r components. The resource-dependent ma-
trices capture the physical reality that system dynamics change as components degrade
— for example, motor dynamics shift as thermal effects alter winding resistance.

For the simulation studies in this paper, a simplified scalar model is used that cap-
tures the essential dynamics while remaining computationally tractable:

Xk+1=A'xk+B'uk+Wk (3)

where 4 = 0,9 represents a stable but lightly damped system, B = 1,0 is the control gain,
and wi lumps the disturbance effects. This formulation enables rapid parameter studies
while preserving the fundamental control challenges.

C. Resource Degradation Model

Each system resource i has an operability coefficient p; € [0, 1] that evolves ac-
cording to:

ISSN 1560-9189 PeecTpanis, 30epiranns i oopodka nanux. 2026. T. 28, Ne 2 43



D. O. Humennyi

Pik+1 = Pix —Ai(Sk) At —m; - Dije + 1y - u™P iy 4)

where 4;(sy) is the regime-dependent degradation rate; D; ; represents external damage
events; 7); is the damage sensitivity coefficient; u"®?; , models repair or compensation
actions with effectiveness y;. The degradation rate increases with system stress, as sum-

marized in Table 2.

Table 2. Regime-Dependent Degradation Parameters

Parameter Normal (V) Critical (K) Super-Critical (SK) Unit

Base degradation rate Ao 0,01 0,05 0,10 Af!
Feedback gain K Ky=0,8 Kx=0,5 Ksk=0,2 -
Damage coefficient # 1,0 1,5 2,0 -

The five-fold increase in degradation rate from Normal to Super-Critical mode re-
flects the physical reality that stressed components fail faster — a phenomenon well doc-
umented in the reliability-engineering literature [5].

D. Survivability Indicators

System survivability is characterized by three complementary indicators.

1. Structural Survivability Si. The aggregate health of system resources:

Sk =Q/r)Xipik. )

For systems with non-uniform resource importance, weighted formulations S}, =
= 2.j w;j 0j(px) can be employed, where w; reflects the criticality of resource group j
and g; 1s an activation function.

2. Parametric Integrity Pr. Control performance relative to design specifications:

Py = exp(=p - lexl). (6)
where ey 1s the tracking error and £ = 0,5 is the sensitivity parameter. The exponential
form ensures Px € [0, 1] and provides smooth degradation as errors increase.

3. Functional Integrity Fi. A multiplicative combination of structural and paramet-

ric aspects:
Fy = Sk - Py. (7)

This formulation ensures that degradation in either the structural or the parametric
domain reduces overall functionality — a system with perfect hardware but poor control
performance (or vice versa) cannot claim full functional integrity.

E. Regime Classification

The supervisor classifies the system’s operational state based on functional-integ-
rity thresholds:

Sk = N (Normal), if F,, = Fy =0,8, (8)
Sk = K (Critical), if Fx < F, < Fy, Fx = 0,3, 9)
Sk = SK (Super-Critical), if F, < F. (10)

These thresholds were selected on the basis of industrial practice: Fv = 0,8 corre-
sponds to the typical 80 % functionality threshold for degraded operation in safety stan-
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dards, while Fx = 0,3 represents the minimum viable functionality before emergency pro-
tocols activate. The resulting state classification and corresponding control responses are
summarized in Table 3.

Table 3. State classification and system response

State Fr Range Mission Mode Control Response

N (Normal) F>028 NOMINAL Full functionality, standard gains Ky

Reduced gains K, activate redundancy,

K (Critical) 0,3<F<0,8 DEGRADED o
limit performance

SK (Super- F<03 LIMP HOME Minimum gains Ksk, emergency protocols,
Critical) ’ - prepare shutdown
F (Failure) F<0 SAFE STOP | Controlled shutdown sequence, protect hardware

F. Adaptive Control Law
The control input is computed using regime-dependent state feedback:

U, = —Kg, - Xy (11)

where X is the state estimate and Ky is the feedback gain corresponding to the current
regime. The gains are designed to balance performance and stability: Ky = 0,8 provides
aggressive tracking in normal operation, Kx = 0,5 offers moderate response in critical
mode, and Ksx = 0,2 ensures conservative, stable behavior in super-critical conditions.

Stability is verified using the Lyapunov function V(x;) = x,T P x;, where P is
the solution of the discrete algebraic Riccati equation (DARE). The controller en-
sures AV = V(xp41) — V(xg) < 0 for all states within the stability region of each re-
gime. A formal proof is given in Section 5.B.

4. Degradation scenarios and parametric models

Four realistic degradation scenarios were developed to evaluate system behavior
across the operational spectrum. Each scenario is based on documented failure modes in
robotic and automotive systems, with parameters derived from manufacturer specifica-
tions and field data. In the following tables the operational states are denoted uniformly
by the letters N (Normal), W (Warning), K (Critical), SK (Super-Critical) and F (Failure),
so that the notation agrees with Table 3 and with the regime labels used in Section 3.

A. Scenario A: Thermal Degradation of an Actuator System

1. Physical Description.

A six-degree-of-freedom (6-DOF) robotic manipulator operates under high-inten-
sity continuous load. The efficiency of the cooling system decreases due to dust accumu-
lation on heat sinks (¢op1ing: 1,0 — 0,4 over 200 h). Motor M3 at the elbow joint expe-
riences accelerated heating due to the highest torque demand, with thermal cross-coupling
affecting the adjacent motor M4.

2. Thermal Model.

Temperature evolution follows the first-order thermal model:

dT/dt = (Pdissipated - Pcooling) / Cthermala (12)
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Pcooling =h-A- (T - Tambient) " Ncooling (t), (13)

where £ is the convective heat-transfer coefficient, 4 is the heat-sink surface area, and
Neooling(t) decreases linearly with dust accumulation. The full degradation timeline is pre-
sented in Table 4.

Table 4. Scenario A — Thermal degradation timeline
t,s Tms Ty pm3 PM4 Hcool Sk Ucomp State
0 42 °C 40 °C 0,98 1,00 0,65 0,94 0,00 N

60 58 °C 48 °C 0,95 0,97 0,62 0,89 0,05 N
120 72 °C 56 °C 0,88 0,94 0,58 0,82 0,12 W
180 85°C 64 °C 0,75 0,89 0,52 0,71 0,28 W
240 96 °C 72 °C 0,58 0,82 0,45 0,58 0,45 K
300 108 °C 81 °C 0,35 0,72 0,42 0,42 0,65 SK
360 118 °C 88 °C 0,12 0,58 0,40 0,28 max F

The scenario demonstrates the cascading nature of thermal failures: M3 overheating
increases the ambient temperature of M4, accelerating its degradation and creating a pos-
itive feedback loop.

B. Scenario B: Cascading Sensor Failure

1. Physical Description.

Electromagnetic interference (EMI) from nearby welding equipment induces noise
in the sensor signals. The primary position encoder on Joint 2 develops intermittent faults.
The fault-detection algorithm initially misattributes noise to mechanical vibration, delay-
ing the appropriate response. When the backup Inertial Measurement Unit (IMU) acti-
vates, it has accumulated drift error from prolonged standby operation.

2. Sensor Noise Model:

o(t) = 0o + ogumy - ISIN2T fgpy U)| + Ogrige - E, (14)

where oy is the baseline sensor noise; oz is the amplitude of the EMI-induced noise at
carrier frequency feumi; oari 1s the IMU drift rate. The sensor cascade failure timeline is
given in Table 5.

Table 5. Scenario B — Sensor cascade failure timeline

t,s Genc, Yad Penc IMU drift, °/s PIMU Sk Pos. err., mm State
0 0,001 1,00 0,01 0,98 0,96 0,1 N
60 0,008 0,82 0,05 0,92 0,81 0,9 Y
120 0,080 0,25 0,35 0,72 0,48 8,5 SK
150 FAULT 0,00 0,65 0,58 0,32 15,2 SK
180 FAULT 0,00 1,20 0,35 0,22 28,4 F

C. Scenario C: Communication Link Degradation
1. Physical Description:
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The primary Controller Area Network (CAN) bus experiences intermittent failures
due to connector degradation from vibration-induced micro-fractures. The message-loss
rate increases progressively, and control latency grows as retransmissions multiply. A
secondary CAN bus is available but operates at reduced bandwidth.

2. Communication-Quality Metric:

Peomm =1 = (@ - BERporm + B - l0SSporm + v * latencynorm), (15)

where BER is the bit error rate, loss is the message loss percentage, and latency is the
average message delay. The weighting coefficients a = 0,3; f = 0,4; y = 0,3 reflect the
relative importance of each quantity for control applications. The communication degra-
dation timeline is presented in Table 6.

Table 6. Scenario C — Communication degradation timeline

t,s BER Loss (no ctrl) (| Loss (ctrl) || Lat. (no ctrl) | Lat. (ctrl) Sk State
0 10°# 0,01 % 0,01 % 2ms 2 ms 0,95 N
200 10°° 3.5% 1,2 % 18 ms 8 ms 0,86 W
400 1073 35% 5% 120 ms 18 ms 0,72 K
500 FAIL 100 % 8% 0 25 ms 0,65 K
600 FAIL - 10 % - 30 ms 0,58 K

The columns labelled «ctrl» show behavior with failover control active, demon-

strating a successful transition to the backup communication channel at ¢ = 400 s.

D. Scenario D: Multi-Component Cascade Failure
1. Physical Description.
A power-supply voltage sag (48 V — 32 V — recovery) causes simultaneous stress
across all subsystems: motors enter protection mode, sensors experience brown-out re-
sets, and communication timing is disrupted. Recovery requires the coordinated restora-
tion of all subsystems in the correct sequence.
2. Cascade Dynamics.
This scenario uniquely demonstrates bidirectional coupling: the power transient
simultaneously affects all subsystems, but their recovery must be sequenced (sensors —
communication — motors) to prevent control instability. The multi-component cascade
timeline is given in Table 7.

Table 7. Scenario D — Multi-component cascade timeline

t,s Vpsu Pm (no) Pm (c) Ps (© Sho Se dVio dv. State
0,0 48V 0,98 0,98 0,99 0,94 0,94 —-0,02 —-0,02 N
0,5 38V 0,65 0,78 0,88 0,58 0,75 +0,55 +0,22 K
1,0 32V 0,35 0,62 0,75 0,28 0,58 +0,95 +0,35 SK
2,0 42V 0.18 0,62 0,78 0,12 0,62 +0,85 —-0,08 K
5,0 47V 0,12 0,85 0,92 0,08 0,82 +0,65 -0,15 N
15,0 48V F 0,94 0,97 0,00 0,91 - —-0,02 N
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Columns marked «no» correspond to the uncontrolled (no-control) case, those
marked «c» to the coordinated-control case. The Lyapunov derivative dV/dt transitions
from positive (unstable) to negative (stable) at # = 2 s for the coordinated response, indi-
cating successful stability recovery. The uncoordinated response never achieves stability
and failsat 7= 5 s.

5. Control algorithms and theoretical justification

A. Design Philosophy and Theoretical Foundation

The control algorithms developed in this work are grounded in Lyapunov stability
theory and optimal control principles. Each algorithm component is mathematically jus-
tified, with parameter selection based on stability margins, convergence guarantees and
practical implementation constraints. The hierarchical structure ensures that higher-level
decisions (regime classification, mode switching) operate on slower timescales than
lower-level control loops, preventing instability caused by temporal coupling [6].

1. Stability-Constrained Gain Selection.

The regime-dependent gains Ky, Kk, Ksk are not arbitrary but derived from discrete
algebraic Riccati equation (DARE) solutions with modified weighting matrices. For re-
gime s € {N, K, SK} the optimal gain minimizes:

Js = ZrCa” Qs xi + wi” Rsuy), (16)

where Qs and R, are regime-specific weighting matrices. The closed-loop eigenvalues
4i (4 — BK;) must satisfy |4;] < 1 for stability. The gain values Ky = 0,8, Kx = 0,5, Ksx =
= 0,2 correspond to solutions with increasing control-effort penalty R;, reflecting the need
for conservative action as resources degrade.

Table 8. Riccati-based gain design parameters

Regime Os R K Stability Margin
Normal (s = N) 1,0 0,5 0,8 |Amax| = 0,10
Critical (s = K) 1,0 2,0 0,5 |Amax| = 0,40
Super-Critical (s = SK) 1,0 8,0 0,2 |Amax| = 0,70

The stability margin |Amax| increases (worsens) in degraded modes, but remains
strictly less than one, guaranteeing asymptotic stability. This trade-off is intentional: ag-
gressive control in super-critical mode would accelerate component degradation while
providing minimal performance benefit.

2. Threshold Selection Rationale:

ISO 26262 ASIL decomposition. The 80 % threshold Fy = 0,8 aligns with the
typical degraded-operation acceptance criterion in functional-safety analysis, where sys-
tems must maintain at least 80 % functionality to continue operation without driver inter-
vention.

Lyapunov stability margin. The 30 % threshold Fx = 0,3 corresponds to the min-
imum functional integrity at which the Lyapunov derivative dV/dt can be guaranteed neg-
ative with reduced gains. Below Fk, stability cannot be assured without emergency inter-
vention.
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B. Main Control Loop with Convergence Analysis

Algorithm 1 presents the complete discrete-time control loop. Under mild assump-
tions, the algorithm guarantees bounded state evolution and eventual convergence to a
stable equilibrium.

Theorem 1 (Bounded Evolution). Let the plant (3) be stabilisable with [4| <1 + ¢
for some small &€ > 0. If the degradation rate satisfies Asx 7 < 1 and disturbances are
bounded | & | < &max, and if the Lyapunov matrix P is the positive-definite solution of the
DARE for the dominant regime with spectral radius p(4 — BK;) < 1, then the state trajec-
tory {xx} remains uniformly bounded for all £ > 0.

Proof. The argument follows the standard Lyapunov analysis for switched discrete-
time systems [19, Ch. 4], [5, Sec. 5.3]. Consider the Lyapunov candidate V(xx) = xx’ P xx.
With the regime-dependent gain K satisfying |4; (4 — BK)| <1 (Table 8), the closed-loop
dynamics xx+ 1 = (4 — BK)xx + Ewk lead to the following Lyapunov bound:

AV =V(x1) = V() < — a [ |? + ¥ Emax» (17)

with a > 0 determined by the minimum eigenvalue of Qs — K’ R K, and y > 0 by the
spectral norm of the disturbance-input matrix. Accordingly, AV <0 whenever |x| > (yla)
&max, Which defines an ultimate bound. Thus 7 is monotonically decreasing outside a ball
of radius Bx» = V(y/a)*Emax, and the state trajectory is uniformly bounded by B...

The degradation condition Asx*T < 1 ensures that the super-critical regime is trav-
ersed in finite time before p; reaches zero, so that the supervisor is always able to issue a
transition command before catastrophic failure. The switching logic (8)—(10) guarantees
that the dwell time in each regime is sufficient to preserve the Lyapunov decrease, which
is the standard condition for stability of switched systems.

Remark 1. The bound B scales with &max and with \/(l/a); in the nominal regime o
is largest (because Qv / Ry is largest), so disturbance rejection is best during normal op-
eration and gracefully degrades as the system enters K and SK modes.

Algorithm 1. Discrete-time adaptive control loop

function ControlLoop(config, disturbances):
initialize: x[@] <- x0 ; rho[@] <- rho@
for k = @ to N_max do:
// 1. Measurement and state estimation
y[k] <- C_d * x[k] + v[k]
xhat[k] <- Observer.update( u[k-1], y[k] )
// 2. Compute survivability indicators
S[k] <- (1/r) * sum_i rho_i[k]
P[k] <- exp( -beta * |e[k]] )
F[k] <- S[k] * P[k]
// 3. Classify regime and select mission mode

if F[k] >= F_N then s[k] <- N ; g[k] <- NOMINAL
else if F[k] >= F_K then s[k] <- K ; q[k] <- DEGRADED
else s[k] <- SK ; q[k] <- LIMP_HOME

if F[k] <= @ then q[k] <- SAFE_STOP ; break
// 4. Apply regime-dependent control
K s <- ConfigDB.getGain( s[k] )
ulk] <- -K_s * xhat[k]
// 5. Update plant and degradation
x[k+1] <- A_d*x[k] + B_d*u[k] + E_d*xi[k]
rho[k+1] <- rho[k] - lambda(s[k])*dt - eta*D[k]
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// 6. Log results
results.append( k, x[k], rho[k], S[k], P[k], F[k], s[k], u[k] )
end for
return results

C. Thermal Protection Controller with Margin-Based Design

Algorithm 2 implements the thermal-management strategy for Scenario A. The
margin-based approach is derived from Arrhenius degradation kinetics: the degradation
rate increases exponentially with temperature, so linear torque reduction provides approx-
imately exponential life extension [5].

1. Margin Computation.

The thermal margin is normalized to [0, 1]:

margin = (Tcritical - Tmotor) / (Tcritical - Tnominal)a (18)

when margin = one, the motor operates at nominal temperature Tnominat With full life ex-
pectancy. When margin = zero, the motor has reached critical temperature with near-zero
remaining life. The margin serves as a real-time estimate of the motor's thermal health.
2. Torque-Limiting Law.
The torque limit follows a piecewise linear function:

Tiimit = Tmax» if margin > 0,5, (19)
Tlimit = Tmax * (0,4 +0,6 - margin), if margin <0,5. (20)

This formulation ensures: a) no torque reduction above 50 % margin (acceptable
performance zone); b) gradual reduction to 40 % of the maximum at margin = 0 (protec-
tion zone); ¢) a continuous function that avoids discontinuities capable of causing control
instability. The controller parameters are listed in Table 9.

Table 9. Thermal-controller parameters

Parameter Value Unit Action Triggered
Thominat 40 °C Normal-operation baseline
Tarning 70 °C Increase monitoring frequency 10%
Teritical 85 °C Reduce torque limit to 70 %
Temergency 100 °C Force cooling + load redistribution
Tihutdown 115 °C Initiate safe-stop sequence

Algorithm 2. Thermal-degradation control
function ThermalController( T_motor, T_ambient ):
// Thermal margin (@ = critical, 1 = nominal)
margin <- (T_critical - T_motor) / (T_critical - T_nominal)
// Adaptive torque limiting
if margin < 0.5 then
tau_limit <- tau_max * (0.4 + 0.6 * margin)
else
tau_limit <- tau_max
// Load redistribution to adjacent actuators
if margin < 0.3 then
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transfer <- ComputeRedistribution( motor_id, neighbors )
ApplyLoadTransfer( transfer, rate = 10 %/s )
// Emergency response
if T_motor > T_emergency then ActivateForcedCooling()
if T_motor > T_shutdown then TriggerSafeStop()
return tau_limit

D. Sensor Fusion Controller with Adaptive Covariance

Algorithm 3 implements adaptive Kalman filtering for Scenario B. The key inno-
vation is dynamic adjustment of the measurement-noise covariance R based on real-time
sensor-quality estimates, providing optimal state estimation under degrading sensor con-
ditions [14].

1.Sensor-Quality Estimation.

Sensor reliability psensor 1S €stimated from the innovation-sequence variance:

. A N2

6’ = (1/N) Titn—i — Fr-0) (21)
where N = 50 is the sliding-window size. When 6k exceeds Gnominal (the 99,7 % confidence
bound for Gaussian noise), the sensor is flagged as degraded:

Psensor = max(O, 1- (0- - O-nom)/(o-fail - O-nom))- (22)

2. Adaptive Measurement Covariance.
The measurement-noise covariance R is scaled inversely with sensor quality:

Radaptive = Rnominal /(pensor + 8), (23)

where ¢ = 0.01 prevents division by zero. This formulation has the following properties:
a) when p = 1 (healthy sensor), R = Ruomina and the Kalman gain weights the measurement
normally; b) when p — 0 (failed sensor), R — o« and the measurement is effectively
ignored; c) the transition is smooth, avoiding discrete switching artefacts.

3. Velocity Limiting Based on Confidence:

confidence = (penc *Wene t Pimu Wimu) / (Wenc + Wimu)- (24)

Velocity limits are scaled proportionally: viimit = Vmax - confidence. This ensures that
operations slow down when position estimates become uncertain, providing a safety mar-
gin proportional to estimation quality.

Algorithm 3. Adaptive sensor fusion
function SensorFusionController( z_enc, z_imu ):
// 1. Estimate sensor noise from recent history
sigma_enc <- EstimateNoise( z_enc_history, window = 50 )
// 2. Compute sensor reliability
if sigma_enc > 3 * sigma_enc_nominal then
rho_enc <- max( ©, 1 - (sigma_enc - sigma_nom) / (sigma_fail -
sigma_nom) )
else
rho_enc <- 1.0
// 3. Adjust measurement-noise covariance
R_enc_adaptive <- R_enc_nominal / (rho_enc + 0.01)
R_imu_adaptive <- R_imu_nominal / (rho_imu + ©.01)
// 4. Kalman update with adaptive R
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K <- P * HAT * inv( H*P*HAT + R_adaptive )
x_upd <- x_pred + K * innovation
// 5. Velocity limit based on estimation confidence
confidence <- (rho_enc*w_enc + rho_imu*w_imu) / (w_enc + w_imu)
v_limit <- v_max * confidence
return x_upd, v_limit

E. Multi-Component Emergency Coordinator with Timing Guarantees

Algorithm 4 manages the coordinated emergency response for Scenario D. The al-
gorithm is designed to meet hard real-time constraints while ensuring correct sequencing
of recovery actions [15].

1. Phase 1 — Immediate Protection (WCET < 10 ms).

The parallel protection actions must be completed within 10 ms in order to prevent
hardware damage during voltage transients. The worst-case execution time (WCET) anal-
ysis is:

— motor brake activation: 2 ms (direct GPIO write to brake relay);

— sensor-state storage: 1 ms (DMA transfer to non-volatile buffer);

— communication-mode switch: 3 ms (CAN-controller register update);

— total parallel WCET: max(2, 1, 3) + overhead =5 ms < 10 ms.

2. Phase 3 — Sequential Recovery Ordering.

The recovery sequence (Sensors — Communication — Motors) is dictated by data
dependencies: sensors must initialize first in order to provide valid position feedback;
communication must be restored before motor commands can be transmitted; and motors
are restored last, since they require both sensor data and communication. Each step veri-
fies its prerequisites (p > threshold) before proceeding, implementing a barrier-synchro-
nisation pattern that prevents premature recovery attempts.

3. Phase 4 — Lyapunov Stability Verification.

The Lyapunov derivative is computed on-line using the estimated state and the pre-
computed Lyapunov matrix P:

dV/dt = (V(xk41) = V(X)) /At = (Xps1 P X jeyq — X" P x5) /At (25)

The system transitions to NORMAL only after dV/dt < 0 is sustained for 1 s (100
samples at 100 Hz), providing statistical confidence that stability has been recovered ra-
ther than that the controller is responding to transient fluctuations.

Algorithm 4. Coordinated emergency response
function EmergencyCoordinator( V_psu, states ):
// Phase 1: immediate protection ( < 10 ms )
if V_psu < V_critical then
parallel:
Motors : EnableBrakeHold() ; SetTorque(9)
Sensors : StorelLastValidPosition()
Comm : SwitchToHeartbeatOnly()
// Phase 2: monitor for recovery opportunity
while V_psu < V_nominal do
S[k] <- ComputeSurvivability()
if S[k] < S_min then TriggerSafeStop() ; return
Wait(10 ms)
// Phase 3: sequential recovery
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if V_psu > V_recovery then
Sensors.Reinitialize() -> verify rho_sensor
Comm.RestoreFullMode() -> verify rho_comm
Motors.GradualRestore(10 %/s) -> verify stable
ReleaseBrake() when all rho > 0.8

// Phase 4: stability verification

dv_dt <- ComputelLyapunovDerivative( x[k], P )

if dV_dt < @ sustained for 1 s then SetState(NORMAL)

return recovery_status

> 0.7
> 0.8

The parallel execution in Phase 1 is critical: all protection actions must be com-
pleted within 10 ms in order to prevent hardware damage during voltage transients. The
sequential recovery in Phase 3 prevents the control instability that would otherwise occur
if motors were restored before sensors could provide valid feedback.

6. Software architecture and scalability

A. Design Principles

The software architecture follows three core principles: 1) separation of concerns
via modular components with well-defined interfaces; 2) computational scalability ena-
bling deployment from a single-microcontroller embedded system to a distributed multi-
agent configuration; 3) configurability through external JSON parameters, supporting
rapid prototyping and field tuning without recompilation.

B. Computational Complexity Analysis

Table 10 summarizes the computational complexity of each algorithm component.
The analysis assumes 7 state dimensions, m control inputs and » resources.

Table 10. Computational complexity by component

Component Time Space Parallelisable
State estimation (Kalman) on?) on?) Matrix ops: yes
Indicator computation o®) o®) Reduction: yes
Regime classification o(1) o(1) -
Control computation O(n x m) O(n x m) Matrix-vector: yes
Degradation update o®) o®) Per-resource: yes
Total per time-step o’ +r) O +r) -

For the scalar system (n = 1) used in the simulations, the per-time-step complexity
is reduced to O(r), which enables real-time execution at 1 kHz on typical embedded pro-
cessors. For high-dimensional systems the Kalman filter dominates the complexity; a pre-
computed observer gain can reduce this to O(n?) at the cost of optimality.

C. Scalability Mechanisms

1. Resource Scalability.

The system scales to an arbitrary number of resources r through a hash-map data
structure (e.g. std: :unordered_map<std: :string, double>) with O(1) average-case ac-
cess time. Resource updates execute in O(r) with trivial parallelisation across cores. For
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systems with > 1000 resources (e.g. large sensor networks), GPU-accelerated batch up-
dates achieve O(r/p) with p parallel processors.

2. Distributed Deployment.

The modular architecture supports distributed deployment across multiple nodes.
Three groups of components are distinguished:

Node-local components (Plant, Controller and DegradationModel) execute on the
embedded controller of each individual subsystem.

Centralised components (Supervisor and MissionManager) execute on a central
coordinator.

Inter-node communication transmits the indicators Sk, Pr and Fx at 100 Hz (12
bytes per message), together with regime commands (s, gx) at 10 Hz (2 bytes per mes-
sage).

This architecture has been validated for integration with ROS 2 and the DDS mid-
dleware, enabling deployment on heterogeneous robotic systems [16].

3. Real-Time Guarantees.

The implementation is designed for POSIX real-time systems with the guarantees
summarized in Table 11.

Table 11. Real-time performance characteristics

Metric Measured Value Requirement
Control loop WCET (ARM Cortex-M7) 42 us <100 ps (1 kHz loop)
Indicator computation 8 us <100 ps
Emergency response latency 4,2 ms < 10 ms (Phase 1)
Memory footprint (code + data) 48 KB <256 KB
Stack usage (worst case) 2,1 KB <8 KB

7. Simulation results and analysis

A. Comparative Effectiveness

Table 12 summarizes the comparative performance of adaptive control versus un-
controlled operation across the four scenarios. The metrics quantify the benefit of the
proposed approach in terms of operational continuity, survivability and hardware protec-
tion.

Key observations follow from the comparative analysis:

1) safe operation time increases by 40—76 % across all scenarios in which failure
eventually occurs (A, B, C). Scenario D demonstrates an infinite extension through suc-
cessful recovery;

2) minimum survivability S(f) improves by +0,25 to +0,68, with the largest im-
provement in Scenario A where thermal management prevents complete motor failure;

3) hardware protection is achieved in 100 % of scenarios: no permanent damage
occurs when adaptive control is active, compared to likely damage in uncontrolled oper-
ation;

4) recovery from super-critical states is achieved in 75 % of scenarios (A, C, D);
Scenario B achieves only partial recovery because of permanent encoder damage.
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Table 12. Control effectiveness: Adaptive vs Uncontrolled

Metric Scenario A Scenario B Scenario C Scenario D

Time to failure (no ctrl) 340 s 150s 400 s 1.5s
Time to failure (with ctrl) > 600 s 210s > 600 s oo (recovered)
Extension +76 % +40 % +50 % +o0

min S(7) without control 0,00 0,00 0,00 0,08

min S(7) with control 0,68 0,25 0,58 0,52

S(¢) improvement +0,68 +0,25 +0,58 +0,44
Recovery achieved Yes Partial Yes Yes
Hardware protected Yes Yes Yes Yes

B. Scenario-Specific Analysis

1. Scenario A — Thermal Degradation.

The thermal-protection controller successfully maintains the motor temperature be-
low the shutdown threshold (115 °C) throughout the simulation. The peak temperature
with control (88 °C) is 30 % lower than without control (125 °C). The load-redistribution
mechanism activates at =210 s, when the margin drops below 0.3, transferring 40 % of
M3's load to the adjacent motors M2 and M4.

Recovery is achieved after forced cooling is activated at # =260 s. The survivability
function recovers from S = 0,42 (super-critical) to S = 0,84 (normal) over 220 s, which
demonstrates the reversibility of thermal degradation when appropriate control actions
are taken in time.

2. Scenario B — Sensor Cascade.

The sensor-fusion algorithm successfully maintains a bounded position error
(15 mm maximum), compared to complete position loss in the uncontrolled case. The
adaptive Kalman filter automatically increases the IMU weight from 0,20 to 0,90 as the
encoder quality degrades.

Only partial recovery is achieved because encoder damage is permanent (penc = 0
after fault). The controlled system, however, executes a safe-stop sequence rather than
crashing, preserving data integrity and enabling post-incident analysis.

3. Scenario C — Communication.

The communication failover successfully transitions from CANI1 to CAN2 at ¢ =
=400 s when the primary bus bit error rate exceeds 10~2. The message loss is reduced
from 100 % (uncontrolled after CANI failure) to 10 % (controlled on CAN2).

The control loop continues to operate in degraded mode with a latency of 30 ms,
compared to infinite latency (timeout) without failover. This demonstrates the importance
of redundant communication paths in safety-critical systems.

4. Scenario D — Multi-Component Cascade.

This scenario provides the most dramatic demonstration of the benefits of adaptive
control. The coordinated emergency response prevents total system failure during a 16 V'
power sag that would otherwise cause cascading failures across all subsystems.

The Lyapunov-stability indicator dV/dt transitions from +0,95 (unstable) at = 1,0 s
to —0,08 (stable) at # = 2,0 s under coordinated control, compared to +0,85 (worsening
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instability) in the uncoordinated case. Full recovery to normal operation (S = 0,91) is
achieved in 13 s.

C. Control-Mechanism Effectiveness

Table 13 analyzes the contribution of the individual control mechanisms across sce-
narios. The assessment (HIGH/MED/LOW/N/A) reflects each mechanism's importance
for a successful outcome in the corresponding scenario.

Table 13. Control-mechanism contribution by scenario

Mechanism A B C D Critical?
Adaptive gain reduction HIGH MED LOW HIGH Yes
Sensor fusion / fallback LOW HIGH N/A HIGH Yes
Load redistribution HIGH N/A N/A MED Scenario-dep.
Communication failover N/A LOW HIGH MED Yes
Emergency braking MED MED LOW HIGH Yes
Lyapunov monitoring MED MED MED HIGH Yes

The analysis reveals that no single control mechanism is sufficient for all scenarios.
Adaptive gain reduction and Lyapunov monitoring provide benefit across all cases,
whereas other mechanisms are scenario-specific. This observation supports the hierar-
chical, multi-mechanism approach adopted in this work.

D. Lyapunov Stability Analysis

Table 14 presents the evolution of the Lyapunov function and its derivative during
Scenario D recovery, validating the stability properties of the coordinated response.

Table 14. Lyapunov stability during scenario d recovery

t,s V(x) dVidt x| Amin(P) Status

0.5 2.45 +0.82 1.52 0.85 UNSTABLE
1.0 3.28 +0.55 1.78 0.78 UNSTABLE
2.0 3.12 -0.15 1.68 0.88 RECOVERING
5.0 1.85 -0.22 1.25 0.92 STABLE
15.0 0.42 -0.05 0.58 0.95 STABLE

The transition from positive to negative dV/dt at t = 2 s marks the critical point at
which the system recovers stability. The minimum eigenvalue Amin(P) of the Lyapunov
matrix increases during recovery, indicating improved stability margins as the system
returns to normal operation.

E. Summary Statistics

Table 15 provides aggregate statistics across all scenarios, demonstrating the con-
sistent benefit of adaptive control.
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Table 15. Aggregate performance statistics

Metric Min Max Average
Safe-time extension +40 % +00 >55%
S(t) improvement +0,25 +0,68 +0,49
Recovery rate 50 % 100 % 75 %
Hardware-protection rate 100 % 100 % 100 %

8. Discussion

A. Practical Implications

The simulation results have several important implications for practical system de-
sign. First, the consistent hardware protection across all scenarios validates the funda-
mental premise that controlled degradation is preferable to uncontrolled failure. Even
when full recovery is not achieved (Scenario B), the adaptive control system prevents
permanent damage and enables graceful shutdown with preserved diagnostic data.

Second, the regime-dependent gain scheduling proves essential for balancing per-
formance and stability. The aggressive gains (Ky = 0,8) appropriate for normal operation
would cause instability in degraded conditions, whereas the conservative super-critical
gains (Ksx = 0,2) would provide inadequate performance in normal operation.

Third, the multi-mechanism approach addresses the diversity of failure modes en-
countered in real systems. No single control strategy handles all scenarios effectively —
thermal management requires different interventions from those required for sensor fu-
sion or communication failover.

B. Comparison with Prior Work

The proposed framework extends prior work on fault-tolerant control [5-9] and
survivable systems [2—4] by explicitly addressing the super-critical regime in which con-
ventional approaches fail. Compared to traditional redundancy-based methods, the pre-
sent approach provides continuous operation during transient failures rather than imme-
diate failover; a graduated response proportional to the degradation severity; explicit sta-
bility guarantees via Lyapunov analysis (Theorem 1); and quantitative survivability met-
rics for design optimization.

C. Limitations

Several limitations should be acknowledged. The scalar plant model, although it
captures the essential dynamics, does not represent the full complexity of multi-DOF sys-
tems with coupled dynamics. Extension to higher-dimensional systems requires addres-
sing computational constraints for real-time Riccati solving.

The degradation models assume known failure mechanisms with predictable pro-
gression. In practice, unexpected failure modes and common-cause failures may invali-
date the parametric assumptions. On-line parameter adaptation would improve robustness
to model uncertainty.

The simulation studies do not include measurement noise, actuator saturation or
communication delays that would affect real implementations. Hardware-in-the-loop val-
idation is required before deployment in safety-critical applications.
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9. Conclusion

In this paper the author has presented a comprehensive framework for adaptive con-
trol and survivability management of super-critical cyber-physical systems. The main
contributions are:

1) a hierarchical control architecture with mathematically defined regime transi-
tions based on functional-integrity indicators, enabling a systematic response to varying
degradation levels;

2) detailed parametric models for four realistic degradation scenarios with validated
parameters, providing a foundation for simulation-based design and testing;

3) complete control algorithms with tuning guidelines, a formal proof of bounded
evolution (Theorem 1) and explicit Lyapunov-based stability margins, demonstrating a
practical implementation path from theory to software;

4) a modular C++ framework with JSON configuration, enabling rapid prototyping
and parameter studies.

Simulation results demonstrate that the proposed adaptive strategies extend safe
operation time by 40—76 %, improve minimum survivability by +0.25 to +0.68, and ena-
ble recovery from super-critical states in 75 % of the tested scenarios. Hardware protec-
tion is achieved in 100 % of cases, validating the core premise that controlled degradation
prevents permanent damage.

The framework provides a practical foundation for deploying survivability-aware
control in robotic, automotive and industrial-automation applications where graceful deg-
radation is preferable to immediate shutdown.

A. Future Research Directions

Several extensions are planned as future research:

1) machine-learning-based prediction enabling earlier intervention before degrada-
tion progresses to super-critical levels;

2) formal verification against ISO 26262 ASIL-D requirements for automotive ap-
plications;

3) extension to distributed multi-agent systems with coordinated degradation man-
agement;

4) hardware-in-the-loop validation on representative robotic platforms;

5) joint treatment of safety and cybersecurity in the presence of adversarial pertur-
bations (cf. [14, 15]).
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