
  
 ’    

76

 004.056.55

. . , . . 
   
 , 95, 21021 , 

   RSA  
   

     .
    .   

RSA     . -
       -
 .    -
  ,  ,   

       -
  1–3 %.

 : , RSA, , 
.

 ’     ,      -
’       ,   

      .     -
   ,       -
  .      -
 ,     (  -
 ,     ).   
     —  -

,   ,       . 
   ,      

  ,       
 [1].
      .  
        -

,     ,      
     [2].   ,  -

          -

© . . , . . 



   RSA      

ISSN 1560-9189 ,    , 2018, . 20,  4 77

 ,    -   -
,      -   .  
       -
  : ElGamal, DSA, ECDSA  RSA [3].
      
  ,     .

1.  -  (Elgamal) —   , 
        .
         -

.  -        -
    (DSA) [4].
2. DSA —    —  NSA   -
   (DSS).    . 
 ,   ,    

   RSA  ElGamal). DSA   , 
   160-      

 - ,   .    
   .     .

,   .  DSA   
   [5].

3. ECDSA (Elliptic Curve Digital Signature Algorithm) —   -
     ,    

DSA,  ,    ,     ,   
  . ECC       

 «      (ECDLP)», 
  .  ECC ,   RSA  DSA,  -
  .    DSA,      -

.     ,      . 
ECDLP  ,   ,     ECC,

 ,    ,  .   
ECC   SafeCurves,  Curve25519 [6].

4. RSA       . -
 RSA ,          -
     .      -

. -        -
,     ,     -

 ,  ,     ,   
.       -

      .  ,  RSA -
   SSL/TLS, ,    -

     [7].
 . 1      -
      .

     ,  
,   RSA        -
   ,      -



. . , . . 

78

  .    ,    
 ,       -
  ,  ,    -

.   ’        -
 ,       .

 1.    

, MIPS

RSA  4096  
2010*3   2048 . 

  .

ElGamal  4096  
   

      RSA.

DSA  1024     
   ECDSA.

ECDSA  4096  
   

   ElGamal.

    
   RSA   

     .   -
      . 

       -
     RSA.

     
    ,   

 «   »    ,   -
       .  -
          -
  [8].

      (
,   ),    ,  
   RSA    -

,            
,       .

      -
,    8  .

1.   m ,   , 
 .     M .

2.   M   2  1M  

2M . 1M  2M  ,   .



   RSA      

ISSN 1560-9189 ,    , 2018, . 20,  4 79

3.    S  (  0    1M  

2M ).
4.  1M  2M   S .   -

1M  2M .
5. ’ 1M  2M        -
   — M .
6.  3      0    M . 
   ,      .  3  

   R .
7.         -

.  M .
8.   m     -
 ,         -

 RSA.      — [ M , S , R ].
 ,  ,     

,   ,       .
          -
 ,     ,  

,  ,       
.
      -

     . 1.
      

      ,   -
     .
       -
  RSA   RSA   
     ,  -

   1024   4    700, 1000, 1500 
2000  .     . 2.

 2.     

 ( )

( )

RSA RSA RSA RSA

700 19 23 2134 2168

1000 23 25 2874 2901

1500 36 37 4359 4372

2000 47 47 5772 5781



. . , . . 

80

  m   
M

 M    

 
  

 
  

 

 
  

  

 
  

  

   

 

 '                    

. 1.      

      -
  RSA        -
    . 2.

       -
 RSA  ,   ,  

        -
  .
      RSA 
      
    NIST STS.     15 -
 ,        -

,   ,    
.       ,  
  .



   RSA      

ISSN 1560-9189 ,    , 2018, . 20,  4 81

. 2.     
  RSA  

      :
1)   — 1024 ;
2)   — 188.
 . 3     -

  15-     RSA     -
  .

 3.     15     1024 

  RSA RSA
 ( ) 99 % 99 %
   97 % 98 %
 98 % 100 %

     98 % 98 %
   98 % 99 %
    
 ’ 96 % 99 %

 ,   98 % 99 %
 ,  98 % 97 %

  95 % 98 %
  98 % 99 %
 98 % 98 %
 96 % 98 %

  96 % 93 %
  96 % 99 %
   ( ) 95 % 98 %

   ,    . 3,   -
       .  
’   ,    RSA   -

       
 1–3 %.



. . , . . 

82

    RSA    
   ,       -
 .

      ,  
,    RSA    -

        ,
   RSA,       -
   ’ .

       
    RSA.

 . 3 ,      RSA  -
   0,9–1,       .

. 3.     RSA

      , -
   RSA ( . 4)     -
.

. 4.     RSA



   RSA      

ISSN 1560-9189 ,    , 2018, . 20,  4 83

 . 5       -
    NIST     -

.

. 5.    

     . 5,     -
         

,        .

    RSA  
      .

        -
        -

        
 .      .
     

       RSA. 
  ,    RSA  -

        -



. . , . . 

84

  1–3 %    ’  ,      -
 .

1. Jana Bappaditya, Chakraborty Moumita, Tamoghna Mandal, Kule Malay. An Overview on Se-
curity Issues in Modern Cryptographic Techniques. Proceedings of 3rd International Conference on Inter-
net of Things and Connected Technologies (ICIoTCT). 2018.

2. Charles Joseph, Carol I., Mahalakshmi S. Big Data Security an Overview. International Re-
search Journal of Engineering and Technology (IRJET). 2018. Issue 2. Vol. 5. . 130–134. URL:
https://www.irjet.net/ archives/V5/i2/IRJET-V5I232.pdf

3. R. Sivakumar, B. Balakumar, V. Arivu Pandeeswaran. A Study of Encryption Algorithms
(DES, 3DES and AES) for Information Security. International Research Journal of Engineering and
Technology (IRJET). 2018. Issue 4. Vol. 5. P. 4133–4137.

4. Joye M. Secure ElGamal-Type Cryptosystems Without Message Encoding. The New
Codebreakers. Lecture Notes in Computer Science. 2016. . 470–478.

5. Anu, Shree Divya, Sindhu Rashmi. Analysis of Cryptography and Comparison of its Various
Techniques. International Journal of Advanced Research in Computer Science. 2017. Issue 5. Vol. 8.
P. 688–691.

6. Rabah Kefa. Implementing Elliptic Curve Digital Signature Algorithm (ECDSA) Schemes.
Mara Research Journal of Computer Science & Security. 2017. Vol. 1. . 29–50. ISSN 2518-8453.

7. Priyadarshini Patila, Prashant Narayankarb, Narayan D.G., Meena S.M. A Comprehensive
Evaluation of Cryptographic Algorithms: DES, 3DES, AES, RSA and Blowfish. Elsevier. 2016. P. 617–
624.

8.  .,  .    BLOWFISH   
   . ,     -
    . 2018. . 1(35). . 106–115.

   10.12.2018

https://www.irjet.net/

