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MeToAN MIABUIIECHHA J)KUBYYOCT] iHopManinHoi
CKA2AOBOI KOPIIOPATUBHUX iH(OpMAIIHO-aHAAITHIHIX
CHCTEM HIATPUMKH IIPUMHATTA PlIIeHb

Poszensanymo inghopmayiiiny KOMROHEHMY KOPROPAmusHoi iHghopmayiiHo-
aHanimu4Hoi cucmemu NIOMPUMKU NPULHAMMSL PilLeHb K 3MICIOGH) CKAd-
008y i inghopmayiiinoco 3abesnevenns. Ingopmayiiina ckradosa 6i0HO-
cumvcst 00 6a3 0aHux, IHGoOpMayiuHux cxo8uly, IHOOPMAYIHUX MACUBIS,
OKpeMUxX OOKYMEeHMIB, HABeOeHUX ) OYOb-aKux modxcaueux gopmamax. Ha-
8€0€HO OCHOBHI MemMOOU NIOBUWEHHS HCUBYYOCE IHPOPMAYIUHOI CKIA080T
KOpnopamuenux ingopmayitino-ananimuynux cucmem. L{i memoou cnpsamo-
8AHO HA 3MEHUIeHHsl PIBHS 8PA3IUBOCIE YUX CUCTEM ) Medcax iHpopmayiti-

Hoi inghpacmpykmypu.

Knrouoei cnosa: dcusyuicmoe, ingopmayitina cknadosa, iHopmayiliHo-
ananimuuyna cucmema, iH@opmayiuna iHgpacmpykmypa, ingopmayitina
be3nexa.

[TonsTTs >kMByYOCTI 1H(POpMAIIITHOI CKJIa10BOi KOPIOPAaTUBHOI 1H(OpMaIiiHO-
anamituyHoi cuctemu (KIAC) miaTpuMKH NpURHATTS pilIeHb BIAMOBiJNAE ii 34aTHOCTI
CBO€YACHO BUKOHYBATH CBOI (yHKIIIi B yMOBax Aii AecTabini3yrounx YMHHUKIB (pi3uy-
He pyHHYBaHHS, YaCTKOBA BTpaTa pecypciB, BIIMOBH 1 3001 eI€MEHTIB, HECAaHKI[I0HOBA-
He BTpy4YaHHsS B KOHTYp ynpasiinHs) [1]. [Ipu upomy xuBydqicTh iHHOpMaLiHOI cKIla-
JIOBOT Ma€ BEJIMKE 3HAYEHHs JJIs KMBYYOCTI CHCTEMH B LijoMy [2] 1i iHdopMmatiiiHol
oesnexn. KIAC moBuHHAa MICTHUTH Takl 3aCO0H, SIK1 JO3BOJIMIIN OW IIEBHUM YHHOM BilI-
pearyBaTd Ha BUHMKHEHHS CHUTYallli, 110 MPU3BOAUTH JIO MOTIPIIEHHS SIKOCTI 1H(opma-
HilHOT CKI1a0BO1, 1 3a0e3neunTH 30epexeHHs ii PyHKIIOHAIBHOI CIIPOMOYKHOCTI.

MeTtou niABUILEHHS )UBY4YO0CTI iHPopMariitHoi ckianoBoi KIAC cnpsimoBaHi Ha
3MEHIIICHHS PiBHS 1i BPa3JIMBOCTI B Mepexax 1 cucremax iHdopmarliitHoi iHdpacTpyk-
TypH. KuByuicts iHpopmariiitnoi ckinagooi KIAC ninkom BinnoBiznae HOBif Mepesxe-
neHTpuuHi (network-centric) [3] mapamgurmi iHopmaIiiHOi O€3MeKH, sika K KOHIICTI-
TyaJibHa cXeMa (MoJieJIb) IIOCTAaHOBKH 1 BUPIIIEHHS MTPOOJIEMU BUTIKA€E MEPEAYCIM 3 MiJI-
BUIIIEHUX BUMOT J0 )KMBYYOCTI i1H(HOPMaLIHHUX CUCTEM, SIKI XapaKTePU3yIOThCS BUCO-
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KOIO MIPOIO PO3MOALTY pecypciB (0OCIyroByBaHHSM, JIOTIKOIO, TPOTPAaMHUM 1 amapar-
HUM 3a0€3MEeUYCHHSIM, TeICKOMYHIKAIIsIMHI) 1 Mai)Ke MOBHOIO BiJICYTHICTIO LIEHTPAIIi30-
BaHOTrO ynpaBiiHHA [4]. IIOHATTS >KMBYYOCTI BKJIIOYA€ MOHATTS HAAIMHOCTI, Oe3MmeKH,
BIIMOBOCTIHKOCT1 Tom1o. Tomy Metoau 3abe3neueHns xuBydocTi KIAC BkiIt0O49aroTh 10
CBOTO CKJIAZy TaKOXX METOJU 3a0€3MeUYeHHs IUX XapaKTePUCTHUK, alleé He 0OMEeXKYIOThCs
HUMH.

Cknannicth HamaHHs iHGopMamiiHii ckimanoBiii KIAC BracTHBOCTI KHUBYYOCTI
MOSICHIOEThCS 0araTo B YOMY M€ 1 CKIQJHICTIO MPOIECIB 1, K HACHIIOK, CKIAIHICTIO
iHpOpMaLiiHO-aHATITHYHUX CUCTEM, SIKI IPU3HAYEH] 7151 aBTOMATU3aLlii IIUX MPOLIECIB.

3abe3nedeHHs JKUBYUOCT1 IOMOBHIOETHCS 1€ OHIEI0 BAXKITMBOKO BIACTHBICTIO —
cydacHa iH(poOpMaliifHO-aHAIITHYHA CUCTEMa MOXKE cama MOPOKYBAaTH HOBI (yHKIIT,
sK1 He Oyyu B Hel 3aKi1a/ieH1 CII0YaTKY, a 3’ IBUWJINCH Y PE3Y/IbTaTi CAMOHABYAHHS.

Metoau miABUIICHHS KHUBYYOCTI CKIAQIHUX CHCTEM MOXYTh OyTH aKTUBHHMHU 1
MAaCUBHUMH BIIHOCHO JI0 30BHIINIHIX MIKiUIMBUX JiH, IO MpUKIaaeHi a0 cucremu. [Ipu
AKTUBHOMY METOJi BiIMOBHU BUSBIISIOTHCS 32 JIOTIOMOTOIO 3aCO0iB KOHTPOJIO, JIOKAi-
3YIOThCSl JIIaTHOCTYBAaHHSIM M yCYBAaIOThCS aBTOMATHYHOI PEKOH(DITypali€rd CUCTEMH,
sKa TOJsIra€ B nepeOynoBi CTPYKTYpPH CUCTEMH 3 METOIO BiIKIIOYEHHS BY3JiB, L0 Bij-
moBuiH. ITacuBHI MeTOIM 3aCHOBaHI Ha (DYHKIIIOHAILHOMY pE3€pBYBaHHI, IPU IKOMY Ti
K caMl eJIEeMEHTH 3a HeO0OX1IHOCTI MOKYTh BUKOHYBAaTH Pi3H1 YHKII{ y cUCTeMi, a Ta-
KOXX pe3epBYBaHHs OJJHUX €JIEMEHTIB 1HIIUMH, B OCHOBY IPUHIUIY i SKUX MOKJIaeH1
pi3Hi ¢izuuHi npouecu. Ilpu nboMy MOXIIMBE MOTIPIICHHS MOKAa3HUKIB SKOCTI (DYHKIII-
OHYBaHHS CHCTEMHU.

Mertoro 3aco6iB 3a0e3nedeHHs KUBY4OCTi iH(popmariitHoi komnonentn KIAC e
3axucT iHpopMallii, mo 30epiraeTbesi i 00POOIIIOETHCS B CUCTEMI, 1 3a0e3neueHHs 0e3-
nieku KIAC Ta ii 30BHIITHBOTO CepeIOBHINA ITPH pOOOTI 3 Mi€ro iH(OpMaIIi€ero.

Indopmarriitna komnonenta KIAC — 11e 3MicTOBHa cKJ1a0Ba ii iH(popMaliitHOro
3abe3nedeHHs. [HpopmamiiiHa CKiIagoBa BITHOCUTHCS 10 0a3 AaHUX, 1H(opMaIiifHuX
CXOBHUII, 1HQOPMALIIITHUX MacHUBIB, OKPEMHUX TOKYMEHTIB, HaBEACHUX y OYyIb-IKUX MO-
xiuBuX (popmarax. JXKuBydicTe iH(pOpMaIiiHOI CKIIaIoBOi Mae Oe3mocepesHe BiJHO-
IICHHS J0 JKUBYYOCTI iHPOpMAIifHOTO 3a0e3MeYeHHs], MOKIMBOCTI OTO BiTHOBIICHHS,
BUKOHAHHS IM CBOTO (PYHKIIOHAJILHOTO NMPU3HAYEHHS Y pa3l 3A1HCHEHHS IIKIIIUBUX
BIUIMBIB, SIK Ha iH(opMmariiiHe 3abe3neuenHs, Tak i Ha Bcto KIAC B3arani.

[kianuBi BIUIMBH Ha iHGOpPMAIIHHY CKIAJOBY, SIK BUIAJKOBI, TaK 1 HABMHCHI,
MOXXYTh OYTH JBOX THUIIIB — 3HUIIEHHS €JIEMEHTIB 1H(QOpMaIliiiHOI CKJIaJOBOi Ta iIXHBO-
ro CHOTBOpPEHHs. K10 3HUIIEeHHs a00 crioTBopeHHs MeTananux B KIAC Bunpasisers-
sl iX OBTOPHOIO T€HEpALi€l0, TO 3HUILEHHS a00 CIIOTBOPEHHS NEPBUHHMX JaHUX BeEJeE
3a3BHUYall 10 HEBUIPABHUX HACIIAKIB, SIKIIO L5 1H(HOpMAaLlis HE AyOII0€ThCS.

Vs iHpopmaltis, 110 3HaXOAUTHCS B CUCTEMI, MOKe OyTH pO3JIlJIeHa Ha TaK 3BaHy
«KOPUCHY» (3HAHHS, 10 OTPUMYIOTHCSI, 0OPOOIIIOIOTHCS 1 TaKi, 110 30epiraloThcsi B CUC-
TeM1) 1 «TEXHOJIOTTUHY» (1H(popMalis, 1110 Kepye, BHYTPILIHI TaOIUIl MapuIpyTH3aii i
TOMY 1OAi0HE).

Metoau ta 3aco0u 3a0e3nedeHHs/IiABUILICHHS KUBYUYOCT] 1H(pOpMaIliiiHo1 cKkia-
JIOBO1 HEOOXIJTHO 3aCTOCOBYBAaTH Ha BCix eramax ii mpoxomkeHHs B KIAC, a came Ha
eTamnax:

— reHepyBaHHs iH(opMarlii;
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— nepenaui iHpopmauii 1o KIAC;

— (opmyBanns cxopuia iHbopmaiiiiaux pecypeiB KIAC (6a3 manux, iHpopMma-
[[IHHUX MaCHBIB, OKPEMHX JOKYMEHTIB TOIIIO);

— 0e3nocepeIHbOr0 BUKOPUCTAaHHS 1H(OpMAIiitHOT CKI1a0BOT;

— yTruiizamii (apxiByBaHHs) iHGOpMAIIii.

3aBnaHHA 13 3a0€3MeYEeHHS )KUBYUOCTI MIAPO3ALISIOTHCS HA JIB1 IPYIIN:

1) 3armo6iranHs BUHUKHEHHIO HEIITAaTHUX cUTYalliil (turm 1);

2) 3abe3neueHHs] BUXO/AY 3 HEIITATHUX CUTYalliid (TUIl 2).

Jlo mepiioi rpynu BiIHOCATHCS 3aBIaHHs aHaJi3y i, y pas3i morpedu, Kopekuii ¢y-
HKI10HYBaHHs/BUKOopHCcTaHHs iH(popmariiiHoi komnoHeHnTu KIAC 3 MmeToro 3a0e3neueH-
Hsl cTabUIbHOT poboTHu. Jlpyra rpymna 3aBmaanp — 1€ 3a0€31eYeHHs] BUXOAY 3 HEIITATHOI
CHTYallii, IKIIO TaKa BCe K CTajacs, Ha OCHOBI METO/IIB peKOH]iryparii, peKOHCTPYKIIii,
peopranizarii i aganTarii [5].

Hwxde HaBeeHO OCHOBHI METO/H, SIKI 3aCTOCOBYIOTHCS ISl ITIABUIIICHHS KUBY-
yocTi iHpopMmaniitHoi ckiagoBoi KIAC.

1. Perynsgpna mepeOynoBa MeTaJaHUX Ta IHAEKCIB i1H(OpMAIiiHUX pecypciB
KIAC. XenryBanHs iH(hOpMaliiHUX TOKYMEHTIB, 30epiraHHs XeuliB 1 IXHs nepioguyHa
nepeBipka.

VY cucremi oprasizanii iHGOpMaIIHHIX pecypciB OJHUM 13 KIIOUOBUX YMHHUKIB €
MeTanaHi (kimacudikailii, meperiku 00’ €KTiB, TEPMIHOJOTIYHI CIOBHUKH, TE3aypycCH,
yHi(ikoBaHi GpopMu MpeaCTaBICHHS 1aHUX, CTAaHIAPTH, MaTEHTH H iHII (opMU HOpMa-
TUBHHX 1 IPAaBOBUX JIOKYMEHTIB).

[lepeinnexkcyBanHs iHPOpPMAILIITHUX PeCypCiB 3IHCHIOETHCS JUIsl YCYHEHHS TIOMU-
JOK B iHJekcax 0a3 naHux. Tomy B 0araTbOX KOPIOpAaTUBHUX iH(poOpMaliiHO-aHai-
TUYHUX CHCTEMax IepedadaeThCsi MPOBEACHHS NepeiHAeKCyBaHH 0a3 JaHUX y CKIIai
MITaTHUX PETJIAMEHTHUX POOIT TOPSI 3 TECTYBAaHHSIM, apXiBYBaHHSM, CTHCKYBaHHSIM
JAHUX TOILO.

Jns 3a0e3nedeHHs )KUBYYOCTI 1H(POPMALIIIHOI CKIIal0BOi KOPIIOPATUBHOI CUCTE-
MU ITIe¥ BEIMYE3HUN MAacUB METQJaHMX HEOOXITHO MiATPUMYBATH B aKTyalll30BAaHOMY
CTaHi, MaTH CEMAaHTHUYHO EKBIBAJICHTHI MEpEeKiIaan YCiX 3aiHUX BUJIB JIOKYMEHTIB
JIepKaBHOI0 MOBOIO, 3/[IHCHIOBATH TapMOHI3aIliI0 B3a€MOIIOB’ A3aHUX JIOKYMEHTIB 1 3a-
Oe3nevyBaTu JOCTYI KOPUCTYBaviB 0 AaHOI iHpopMaIlii.

2. bararokpatHe ayOmtoBaHHsS JaHHMX (peasisailisi HaAMIpHOCTI AaHux). Hammip-
HICTh BBOJUTHCA LITYYHO MPHU MPOEKTYBaHHI 0a3 JaHUX 3 METOIO MiJBUILEHHS HaliIlHO-
CTI CUCTEMH B yMOBax poOotu 31 360simu. IIpu nbomy nependadaeTbest peryisipHe 311i-
CHEHHs perutikaii 1yoorounx 0J10KiB iHpopMalii 3 mepeBipKoro 11I€HTUYHOCTI.

Panime BBaxkanocs, 10 HAJAMIPHICTh JAaHUX HEOOX1THO 00OB’SI3KOBO MiHIMIi3yBa-
TU. 3 NOTJAAY *KUBY4YOCTI iHPopmaliiiHoi ckianoBoi KIAC, HaBnaku, HaAMIpHICTb HEce
psin nepesar. Tak npu 3actocyBanHi MySQL-cepBepiB, nianernuii cepsep (Slave-cep-
BEp) 3 BU3HAYCHOIO NEPIOJUUHICTIO ONUTYBAaTUME roJoBHUM cepBep (Master-cepBep) Ha
npeaMeT 3MiH y 6a3i. TakuMm 4uMHOM, yCl1 3MiHU B master-cepBepi OBTOPIOBATUMYThCSI
Ha slave-cepBepi. OTxe CTBOPIOETHCS HAJAMIPHICTH JAHUX HA JIBOX CEpBEPax 1 TUM ca-
MHUM JOCATA€ThCA BUCOKA AOCTYIHICTh, HAMIMHICTD, XKUBYUICTh iHpOpMAIiiHOI CcKIla-
ZI0BOI.

3. Peamizauis pe3epBHOro Ta apXiBHOIO KOIiIOBaHHS iH(pOpPMAIIMHUX pecypciB
KIAC. PezepBHe komitoBaHHs (aHruI. backup) — mporiec cTBOpeHHs KOMii JaHUX Ha HO-
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cii (KOpCTKOMY IUCKY, (uiemi-aM’sTi 1 T.J.), TPU3HAYCHOMY JIJIS BiTHOBJICHHS JaHUX B
OpUTIHAIBHOMY MicCIli iX pO3TalIyBaHHS B pa3i iXHBOTO MOIIKO/PKEHHS abo pyilHyBaH-
HS, BIAMOBIJHUMH IIpOrpaMaMy — pEe3epBHUMHU TyOsiKaTopamMu AaHuX. PesepBHe Ko-
MIIOBaHHSA HEOOXITHE NJIi MOKJIMBOCTI IIBHAKOTO W HEAOPOTOr0 BiTHOBJICHHS 1HGOP-
Marlii (IOKyMeHTiB, IporpaM, HajJalTyBaHb 1 T.J.) Y pa3i BTpatu poOouoi komii iH(pop-
Martii 3 Oyap sikoi mpuuuHHU. KpiM bOro BUPIMIYIOTHCS CYMIXHI TPOOIIEMU:

— nyOJIFOBaHHSI IaHUX;

— mepeaaya JaHux i poOoTa i3 3arajJbHUMHU JOKYMEHTaMH.

Bumoru 1o cuctemMu pe3epBHOIO KOMIIOBaHHS:

— HaJIHiHICTh 30epiranHs iHpopMarlii — 3a0e31medy€eThCs 3aCTOCYBAaHHSAM B1JIMO-
BOCTIMKOro oOJagHaHHs cUCTeM 30epiraHHs, MyOJioBaHHSAM iH(popMalii i 3aMiHOIO
BTPAuYCHOI KOMIii iHIIOK0 y pa3i 3HUIICHHS OJHI€T 3 KOomii (Y TOMY YHCII SK 4acTUHA Bif-
MOBOCTIHKOCTI);

— MPOCTOTa B EKCIUTyaTalii — aBTOMAaTu3alis (32 MOXJIMBOCTI MiHIMI3yBaTu
y4yacTb JIOIMHU: SIK KOPUCTYBaya, TaK 1 aIMIHICTpaTOpa);
— IIBHJKE BIIPOBA/DKEHHS — TIPOCTI YCTAaHOBKA 1 HACTPOIOBAHHS IIPOTPaM,

IIBUJIKE HABYAHHS KOPUCTYBAYiB.

Buau pezepBHOTo KOIiIOBaHHS:

— noBHe pe3epByBanHs (Full backup) 3a3Buyaii 3auimae Bcro cucremy i BCi daii-
mu. {oTmwxHeBe pe3epByBaHHS MOBHHHE OYTH MOBHUM, SIK MPAaBHJIO, BUKOHYETHCS 10
I’ ITHUISIX 200 BIPOJOBXK BHUXITHHUX, KOJH KOMIIOIOTHCA BCl OaxkaHi ¢aiimu. HactymHi
pe3epBYBaHHS 10 HACTYITHOTO ITOBHOTO PEe3epBYBAHHS, MOXKYTh OyTH JOJATKOBUMH a0
nuQepeHIiaTbHIMU, TOJIOBHUM YHHOM JJIsl TOTO, 11100 30epertu yac i micue Ha HOcii.
[ToBHE pe3epByBaHHS CIIiJ] IPOBOAUTH, IPUHAWMHI, ITOTHXKHS;

— mudepentiiine pesepByBanHs (Differential backup) — koxxen ¢aiin, sikuii OyB
3MiIHEHUH 3 MOMEHTY OCTaHHBOT'O TIOBHOT'O PE3€pPBYBaHHS, KOIIIOETHCS II0Pa3y 3aHOBO.
JudepenuianbHe pe3epByBaHHs MPUCKOPIOE MPOIIEC BiTHOBICHHA. Bee, 1o HeoOXiqHo,
1Ie OCTaHHS TOBHA 1 OcTaHHs audepeHIiaabHa pe3epHa Koris. [lonynspHicts audepe-
HITIAJIFHOT'O PEe3epBYBAHHS POCTE, OCKUIBKHU BCi Kotii (hailiniB poOsIATECS B IEBHI MOMEH-
TH 4acy, 110, HAPUKIA[, Ty>Ke BaXKIUBO MPH 3apa)KeHH1 BipycaMu;

— nonatkoBe pesepByBaHHs (Incremental backup, iHKpemeHTanbHE) — 3MiH-
HIOETHCS KOMIIOBAaHHS TUIbKU THX (ailniB, ki OyiaM 3MiHEHI 3 THUX Mip, sIK B OCTAaHHIH
pa3 BUKOHYBAJOCS MOBHE a00 J10/1aTKOBE pe3epBHE KomitoBaHHA. [loganbiie 1ogaTkoBe
pe3epByBaHHS J0/1a€ TIMBKH (ailiu, ki OyIu 3MiHEH1 3 MOMEHTY MONEPEAHBOTO JT01aT-
KOBOT'O pe3epBYBaHHA. Y CEepelIHbOMY, OJATKOBE PE3epBYBAHHS 3aliMae MEHIIE Yacy,
OCKIJIbKM KOMIIOEThCS MEHINY KibKicTh (aitniB. Ilpote, mporuec BiJHOBICHHS TaHUX
3aiimMae OlIbIIe Yacy, TOMY 110 MIOBMHHI OYTH BIHOBJICHI JaH1 OCTAaHHHOTO TIOBHOTO pe-
3epBYBaHHs, IUIIOC JIaHI BCIX HACTYNHUX JOAATKOBUX pe3epByBaHb. Ilpu mpomy, Ha
BIIMiHY BiJ Iu(EepeHLiaIbHOTO pe3epByBaHHs, (hailiy, 1o 3MiHUIKCS a00 HOBI (ailmu
HE 3aMiIaTh CTapi, a JOAITHCS Ha HOCIH HE3aJIeXHO,

— nodaiiioBuil METO pe3epBYBAHHS 3aMUTYE KOXKEH 1HAMBITyalbHHUN (ailn 1 3a-
nucye ioro Ha Hociil. [Ipu 1IbOMy 3aBXKAM CITiJl BAKOPUCTOBYBATH OMIIiI0 BepuiKallii.
[Tpu Bepudikarii, Bce KomiioBaHi 3 IUCKa JaHl IEPEUUTYIOThCS 3 JDKepesia 1 mepeBipsi-
I0ThCS1 200 MOOANTOBO MOPIBHIOIOTHCS 3 JaHUMHU Ha Hocii. Tak sik pparmenToBani daii-
JM Ha JMCKY Yepe3 BEJHMKY KUIbKICTh BUKOHYBaHHX OIEpalliif TOUIYKY YHOBUIBHIOIOTh
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IpoIeC Pe3epBYBAaHHS, TO MPOAYKTUBHICTh MOKHA 3a3BHYail 30UTBIINTH 3AiIHCHIOIOUN
perynsipHy nedparmenraniro aucka. [Ipu nedparmenrarii 6JI0KH JaHUX PO3TAIIOBYIO-
TBHCS OJIMH 32 OJTHUM Tak, 11100 BOHU OYJU TOCTYIHI B KEIli MONEPEIHBOTO YUTAHHS;

— Onoune iHkpemeHTanbHe KomitoBaHHA (Block level incremental).

Jlnst pe3epBHOTO KOIMIOBAHHS AY)KE BAKIMBHM NMUTAHHSAM € BUOIp BiAMOBIAHOT
cXeMHU portallii HociiB. Haliyacriiie BUKOPUCTOBYIOTh TaKi CXEMHU:

— OIHOpA30Be KOMiIOBaHHA (custom) — HaWmpocTila cxema, 1o He nepeadayae
poTariii HociiB. Bci onepartii mpoBoasTecs BpyuHy. [lepen komitoBaHHSAM aIMiHICTPATOD
3aJa€ 4ac MOYaTKy pe3epBYBaHHs, IepepaxoBye (aiioBi cuctemMu abo KaTauoru, sKi
notpiOHo kxomitoBatu. L{fo iHpoOpmanio MoxHa 30epertu B 0asi, mo0 ii MoxHa OyIo
BUKOPHCTOBYBATH 3HOBY. [Ipu 0HOpa30BOMY KOIiFOBaHHI HAaWYaCTIIIE 3aCTOCOBYETHCS
NOBHE KOIIIOBAaHHS, MPOCTA POTAIlisl, POTAIlisl TUITy «diJ, 0aThbKO, CHH», «XaHOMCbKa
Bexay, «10 HabopiBy» TOMIO.

4. 3acToCyBaHHS NELICHTPATI30BaHUX CHCTeM 30epiraHHs iHGopMaIli mopsy i3
nyOJIIOBaHHSAM KPUTHYHUX OJOKIB iH(opMmarii nependadae HaJUIMIIKOBE TyOIIOBAHHS
iHpopmamiiiHux pecypciB. JleuenTpanizoBane 30epiraHHs JaHUX MOTpeOye BCTAHOB-
JICHHSI KOMITOHEHT CHCTEMH B KOXHIW YacTHHI KOpHopallii: roJloBHOMY odici, imisx,
OKpEeMHX yCTaHOBax ToOIo. JleneHTpanizamis y HUX BUMAKaX MiABHILYE KUBYUICTh IPH
peaizallii HaMIpHOCTI JIaHUX, ajJe CYTTEBO 30UIbIIyE TEPMIHU BBEIEHHS CHUCTEMH Ta
MIPOBEICHHS JIOOTPAIIOBaHb (OHOBJICHB) Y MAalHOyTHHOMY;

5. PesepBHe ayOnoBaHHS HE TiABKM iH(OpMalii, ane i HITMX amapaTHO-IPOr-
pamHux KomriekciB. Tak y OGaratbox cyuacHux KIAC (mampuxiazg, y cucremi Quest
InTrust, BupoOHuK Quest Software, sxka mpu3HadeHa JUIsl aHAI3Y i KOPUCTYBadiB 1
HiATPUMKH BIAMOBITHOCTI KOPIOPATUBHIN MOMITHI Oe3meku) nepeadayeHo aBTOMaTH-
HE pe3epBHE AYOJIOBaHHS cepBepa, 110 BiaMoOBUB. Lle 103BoMsE onepaTHBHO 1 B aBTO-
MaTUYHOMY PEXHMI MEPEMICTUTH BCl HAJAIITYBAaHHS Ta 3aBJaHHS 3 CEpBEpa, IO Bij-
MOBHUB, Ha PE3EPBHUH, SIKUH MOTIM npuiiMae Ha cebe GyHKUii Toro, mo BiAMOBUB. Ll
(GYHKLIS 3HUKYE PU3UK YTPATU CUCTEMHHX >KypHAJIiB IIPU BIIMOBI cepBepa.

6. 3acTocyBaHHS CepTH(PIKOBAHOTO AaHTHUBIPYCHOTO 3aXUCTy. OLiHIOBAHHS BX1JIHOT
iH(opMallil TOBUHHO 3/iHCHIOBAaTHCA Ha 0a3i BHYTPIIIHBOT aJIMIHICTPATUBHOI MOJIITUKH
KIAC, curnatyp HIKiJUIMBOTO MPOTPaMHOro 3a0e3neueHHs, IabI0HIB MOBEIIHKH IIIKi/I-
JUBOTO MPOTpaMHOTo 3abe3neueHHs 1 T.1. Hanpukinan, ananizyroun icHyrounii y MiHic-
tepcTBi 06oponu CIIA nopsiok oprasizaiiii aHTUBIPYCHOTO 3aXUCTY, MOXHA BUIUIUTH
JIeK1TbKa KIIFOYOBUX MOMEHTIB:

— JI7I1 aHTUBIPYCHOT'O 3aXUCTY BUKOPUCTOBYIOTHCS MPOTPaMH JAEKUIBKOX MPOBiJI-
HUX HalllOHAJIbHUX PO3POOHHUKIB y rayry3i 3aXUCTy BiJl IIKIUIMBUX MIPOrpam;

— TECTYETbCS KOXKHA HOBA BEpPCis aHTHBIPYCHUX MPOTpaM Ha CYMICHICTH 1 6e3-
TTOMHJIKOBICTb;

— OmnepaTHBHE MOCTaYaHHS HOBUX BEpCiii Ta OHOBIIEHb AHTHBIPYCHUX MpOrpam
3MIACHIOETHCS 3 HATIMHUX JKEpelt;

— aHTHBIPYCHI MIPOTrpamMu PerysspHO (I101000BO a00 MIOTHKHEBO) OHOBIIOIOTh-
sl 3 HaJIHUX JUKepelT;

— ICHYIOTh KOHKpETHI Ta OJHO3HAa4YHI HOPMATHBHI BUMOTH JI0 HaJAIITyBaHb aH-
TUBIPYCIB;

— 3/11MCHIOETHCS ONEPAaTUBHE pearyBaHHs Ha BCi BUMAJAKH BUSBJICHHS KOMI IO-
TEpHUX BIPYCIiB.
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Leti edekTUBHUI TOPSAIOK OpraHi3ailii aHTUBIPYCHOTO 3aXUCTy MOXKE 3aCTOCOBY-
BaTHCA NpH NOOYyHoBi cucteM aHtuBipycHoro 3axucty KIAC MiHicTepcTB, BiTOMCTB i
BEJIMKUX KOMIIaH1i, OaHKIB TOIIIO.

7. 3acTocyBaHHS 3ac001B €JIEKTPOHHOTO ITU(POBOrO MIAMUCY, XCITYBaHHS JaHUX
(s1x 3aci® mpoTH cnoTBOpeHHs JaHuX ). Haltbinbi npoctuii ciocid nepeBipku IiIiCHOCTI
JAHUX, AK1 IepeJatoThcsl B LIU(POBOMY MPEACTABICHH], — 11€ METO/ KOHTPOJIBHUX CYM.
Hemoumik 115010 METOMY MOJIATAE B TOMY, 110 X04Ya PO3OIKHICTh 3HAYEHB ITUX CYM CITy-
KUTh BIPHUM JIOKAa30M, IIO JaHHWHA JOKYMEHT 3a3HaB 3MiHH, PiBHICTh MOPIBHIOBAaHUX
3HaYeHb 1€ HEe Ja€ rapaHTii, 1o iHpopMallis 3aUIInIacs He3MiHHOK. bibi J0cKOHA-
aui crocid mudpoBoi iAeHTHdIKAIIT JeIKOi TOCIIIOBHOCTI JaHUX — 1€ 00YMCIIEeHHS
KOHTPOJIBHOTO 3HAYEHHS 11 MUKIIYHOTO HaamipHoro kony (cyclic redundancy check —
CRC). binbu BUCOKY HanilHICTh, HIK npu KoHTposi CRC, Mo)Ha JOCATTH NMPU BUKO-
pHCTaHHI OJTHOCTOPOHHIX aJTOPUTMIB XEITyBaHHS; pe3yJbTaTOM iIXHbOi pOOOTH € 0CO0-
nuB1 3Ha4eHHA xemry. Cepel] 0IHOCTOPOHHIX AJITOPUTMIB XEIIyBaHHs HaiO1IbIIO0 MO-
HYJISIPHICTIO KOPUCTYIOTBCS J1Ba 3 HUX: aaroputM MDS5S (message digest) 1 anroputm
Secure Hash Algorithm (SHA). Pe3ynbrar aHamizy mociiIOBHOCTI BXIJHUX JaHUX 3a
JonoMororo anroputMy MDS — 128-po3psauuii uudpoBuii iieHTH)IKATOp, a TIPU BU-
kopucTanHi anroputMy SHA — 160-po3psiaHe 3HaueHHs. SIKII0 BUKOPUCTOBYBATH all-
TOPUTMH XCITyBaHHS Pa3oM 3 KPUIITOCHCTEMaMH 3 KIIFOYEM 3arajbHOT0 KOPHUCTYBaHHS,
TO MO>KHAa CTBOPUTH LM(POBUH MIAMKUC, IO TAPAHTYE CIPABKHICTE OTPUMAHOTO HAOOPY
JAaHUX, aHAJIOTIYHO TOMY, SIK PYKOIHMCHUHN MiJIHC, MIATBEP/PKYE aBTEHTHUHICTh HaAPY-
KOBaHOTo JokymeHTa. J{is 3a0e3nedyenns xuBy4docti KIAC mae 3aiiicHioBaTHCS 30€epi-
TaHHA KpUTHYHOI 1H(OpMaIii B 3aKOJOBAHOMY BUIJISI, 3aCTOCYBaHHS €JEKTPOHHHX
UPPOBUX MIANHUCIB. TAKUM YMHOM, CUCTEMHU 3a0e3MeUYeHHs KUBYUIOCTI iHpopMaLiiHol
ckianoBoi KIAC maroth 3a0e3medyBaTu KOHTPOJIb XEHIOBUX 3HAYEHb Ta €NEKTPOHHUX
U(PPOBUX MIAMUCIB SIK TOKYMEHTIB, TaK 1 OKpEMHUX IPOTPaAMHUX MOJTYJIIB.

8. INocriitHa mepeBipka BaJiAHOCTI Jukepen iHpopmartii. OOrpyHTOBaHICTh (Bail-
HICTh) 1H(OpMalLlli BUBHAYAETHCA MEepe YCIM XapaKTePUCTUKAMU METOAY AOCIIIKEHHS,
10 3aCTOCOBY€ETHCS, TA MOJArae y WOro 3ai0HOCTI BUMIPIOBATH caMe Ti BIACTHUBOCTI
00’€KTa JOCHIJKEeHb, SKI LIKABIATH AOCHiAHMKA. [Ipu 1bOMy BasligHICTH JDKEpen He
MOJKE JTOCSITaTUCS 3a paXyHOK JOCTOBIPHOCTI (HaAiifHOCTI) jaxepen iHdopmanii. JlieBum
METOJIOM IIPU LIbOMY € CTBOPEHHS 3ac00iB IIeH3ypyBaHHs iH(opMallii, 110 MoTparuise
710 30BHIIIHBOTO iH(pOpMaliifHoro cepenopuiia. [IpuyoMy npaBuia neH3ypyBaHHsS MHO-
BHHHI MOCTIHHO JOIOBHIOBATHCS HA OCHOBI Peakilii 30BHIIIHBOTO CEPEIOBHUIIA HA BH-
xigHy iHGopMarlito. TakuM YUHOM, 3IHCHIOETHCS GiIbTpallis iHpopMarlii, 0 BXOAUTb,
3 METOI0 BiJICiIOBaHHs iH(opMalii, 110 He 3a/10BOJbHsIE BUMOTaM iHTep¢eicy (us iH-
(hopMallis HAKOMUUYETHCS JIJIs1 TOJAJIBIIOTO aHAMI3Y).

9. Bunanenns (apxiByBaHH:) 3aiiBoi, HemoTpiOHOI iH(popMarlii, iHpopMaLiiHOTO
mrymy 3 KIAC. Indopmaniiinuii mym — 11e HenoTpiOHa, HecCBoeyacHa iH(opMmarlis, o
3aBajka€ CIIOXKMBAuYeBl COpUHMATH 1HINY, sIKa BIAMOBIAA€e HOro 3amurtaMm. [Hdopmariii-
HUH IyM MoXe OyTH HEeHaBMUCHHUM ((akTHUHI, TEXHIYHI, MEXaHIYH1, TOMUJIKH TOILO)
Ta HABMHUCHHUM (TIpomnaranja, nesingopmaiis toimo). s 3a0e3nedeHHs KUBYUYOCTI 1H-
¢dopmaniiinoi komnoHeHTH KIAC HeoOxiaHO ycyHyTH 1HQOpMarliiiHe 3a0pyJHEHHS
eJIeKTpOHHOI 1H(opMalii (crmam, MUTTEBI MOBIJOMIIEHHS, HeOakaHUIl KOHTEHT BeO-
CalTiB).
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10. Ipwu 3xificHeHH] poreayp 0OpoOKH JaHUX 3 MOXKJIMBOIO BTPaToI0 iH(opMariii
(aBTomatnune pedepysanns, nepekian, JPEG-neperBopenHst 300paxeHb) HEOOXiTHO
30epiraTv TepIIoKepena JOKYMEHTIB Yy iH(opMaliiiHOMy CXOBHINI (Jeno3uTapii).
30epiratu iH(pOpMaLi0 B pi3HUX (opMmaTax: K y BHYTPIIIHBOMY CHCTEMHOMY, Tak i
30BHINIHBOMY BUXiTHOMY. Ha 1ieli wac icHye Garato mporpaMHUX CHUCTEM (HAIpUKIa,
Navicat), sKi 3aCTOCOBYIOTHCS JUIsl OJJHOYACHOTO IMiKIIOYSHHS 0 ACKUTBKOX 0a3 JaHuX
y pi3HUX (opmarax, L0 peali3yloTh HajiiiHe Ta 3pydHEe KepyBaHHS OazaMH ITaHHUX
MySQL, Oracle, PostgreSQL, SQLite i SQL Server. Heo0xigHo 3a0e3mnedyBaTu Cympo-
BOJUKCHHS aHAJITUYHO Y3arajbHIOIOYHX JTOKYMEHTIB MEPIIOPKEpPEIaMH 3 METOI0 aBTO-
MaTHU30BaHOi a00 aBTOMAaTUYHOI IEPEBIPKH JOCTOBIPHOCTI.

11. 3abe3neueHHs] TOCTYNY aHAIITUKIB (QHATITUYHUX MPOTPAMHUX MOMIYJIB) 10
Oynp-skoro (parmenrta iHopmaiiiinoro pernoszurapiro KIAC 3 MeToro omnepaTuBHOTO
BUSIBJICHHS BIUIMBY Ha 1HQOpMaLIHHY CKIaJ0BY, 3AIHCHEHHS PETYISIPHOTO LiJIECTIPsIMO-
BAaHOT'O aHAI3y, KOHTPOJIIO 1 KOPUTYBAaHHS CTaHy IPOrpaMHOro Ta iHGopMaIiiftHoro 3a-
6e3neuenb KIAC. Opranizauis posnozineHoi 6asu nannx KIAC najgae taki nepeBaru:
3MEHIIYETbCSA Yac BIATYKY CHCTEMH, HiJABHUILYEThCS HAAIWHICTH 30€piraHHs JaHUX,
3MEHIIYEThCS BapTICTh arapaTHOl YaCTUHU 3a PaXyHOK 3HIKEHHS OOCATIB JaHUX, SKi
30epiratoTbcs Ha oJHOMY cepBepi. EdekTuBHicTh Takoi iHpopManiiHoi cuctemMu 6e3mo-
CEPEIHBO 3aJICKHUTh BiJl MOXKIMBOCTEH JOCTYIY aHANITUKIB 0 iHGOpMAaIiiHOT CKIIaI0-
BOi: YUM BiH OUTHINI €(PEKTUBHUHN, TUM IIBUIIIEC OKYIMAIOTHCS KOIIITH, 110 BKJIAJIEHI B HO-
ro nodynoBy. KiroueMm 1o yeninHoi peanizamnii indopmartiitnoi ckinagoBoi KIAC e om-
TUMaJIbHa OpraHi3allist po3noaiay Ta 30epirants iHpopmarii.

12. PanxupyBanns iHpopmauii. Indpopmaris, mo 36epiraetsest B KIAC, mae Oytu
pamXupyBaHa 3a CTYNEHEM BaXKJIMBOCTI, piBHEM KOH(]IIEHIIIHOCTI Ta MPUHAIEKHOCTI
nigpo3aizam koprnopauii. Jlo ymoB 30epirants Ta 00poOku HalOIBII BasKIMBOI 1H(OP-
Mallii MaroTh OyTH Tnpea’siBiieHl ocobauBi BuMoru. Kpim toro, indopmaiiist Moxe OyTu
paHXupyBaHa 3a MAaKCUMAJIbHUM YacoM JOCTYILY JI0 Hel B pI3HUX CUTYaIisX; He0O0X1THO
BUAUTUTH JIeSKY MHOXKUHY KPUTHYHOI iHpoOpMallii, ika Mae OyTH JOCTyIHA B OyIb-Kiii
cutyarii. [{ns iHmoi indopmariii HeoOXiqHO 3a/1aTH MAaKCUMAIBHUIN Yac OCTYITY, SIKAM
MO>KE 3aJIe)KaTH BiJl TOTOYHOI CUTYyallii (IITaTHAa, HEIITaTHA 1 T.I.) BUIUICHHS 3B’SI3KiB
MDK JJAHUMU J103BOJIUTH c(hOPMyBaTH BUMOTH 0 30epiraHHs pi3HUX OJ0KiB iH(opMarlii,
3amo0IrTH MOMJIMBUM «HENPSAMHUM» yTpaTaM iHQopMalii, BUPOOUTH palllOHAIbHUN
MiAXiJ 10 BHECEHHS HaaMipHOCTI ipu 30epiranHi ganux y KIAC.

13. Po3noain npaB goctymny 1o iHpopmauii. Peanizariisi BU3HaHUX NOJITHK Oe3me-
ku. [lomiTuka Oe3neku — 1€ opraHi3aliifHO-IIPAaBOBUM Ta TEXHIYHUHN JTOKYMEHT OJHO-
yacHo. [Ipu 1i ckiaganHi Tpeba 3aBX/M COUpATHCA HA MPUHLUI PO3YMHOI 1I0CTaTHOCTI.
3HauHy yBary B MOJITHII O€3MEKU MPUIUISETbCS MTUTAHHIM 3a0e3reueHHs] 0e3MeKH iH-
dbopwmartii mpu i 06poOIl B aBBTOMAaTU30BAaHUX CHCTEMAaX: aBTOHOMHO TPAIIOIOYUX KOM-
n’roTepax 1 JIoKaIbHUX Mepexxax. HeoOXiHO BCTaHOBUTH, SIK MOBHHHI OyTH 3aXHILEH1
cepBepH, MapLIPYTU3ATOPH Ta 1HILI HPUCTPOT MEPEXKI, MOPSAAOK BUKOPUCTAHHS 3MIHHUX
HOCIIB 1H(popMallli, IXHE MapKyBaHHA, 30epiraHHs, MOPsI0K BHECEHHS 3MIH J0 IpOr-
pamHoro 3a0e3nedenHs. [Ipu cninbHii po6oTi kopuctyBauiB y KIAC HeoOxiHui noain
iXHIX MpaB AOCTYIY BIANOBIAHO JI0 MOBHOBaXEHb, a TAKOXK ayAMUT IMOMAIA TOCTYIy A0
CUCTEMH.

14. ®inprpauis BuxigHoi iHpopmauii, sika nocrynae 3 KIAC Ge3nocepeHbo ams
HNPUUHATTS PIlIEHb IIISIXOM LIEH3YPYBAaHHS 3 METOIO BiJICIFOBaHHS HECHPUATIMBOI IS
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30BHINIHBOTO CBITY iH(popmartii. [Topsa 3 BUMoramMu 10 KUIBKOCTI 1 IKOCT1 OJIEP>KyBaHO1
iHpopMallii He MeHIIIe 3HaYeHHs MaIOTh 11 CKJaf 1 mokasHicTb. HaaMipHicTb iHpopMarii
IHKOJIM HACTUIBKM JK IIKIJJIWBA, K 1 11 HemocTtaTHICTh. 1lle OLIbII BaKJIMBO BOJOMITH
noTpiOHOI0 1H(DOpMaIlli€eto, 1Mo 0e3mocepeIHbO BITHOCUTHCS 0 CIPABH, 0 JOCIIIKY-
BaHOi mpoOsemMu; Taky iHopMalilo B Teopii yNpaBliHHS HA3MBAIOTh PEJIEBAaHTHOIO.
st orpumaHHs peneBaHTHOI iH(GopMaIlii TOBOAUTHCS BAABATHUCS IO MPOLECIB (PiIbT-
pamii BCiX OTpUMaHHMX JaHUX Ha TMPEIMET BiIOOpY TUIBKK THX, sKi Oe3mocepeaHbo
OB’ s13aH1 3 BUHUKHEHHSM 1 CYTTIO aHaJI130BaHOi POOIEMH.

15. Posnonin yactun KIAC («BiakpuTOi», KOPIOPATUBHOI TOIIO) MOKJIMBO peai-
3yBaTH Ha PI3HUX piBHAX (mapoui, daipBonu, ¢izuune po3’eananHs). Tumoa KIAC
MOYe I'PYHTYBATHCs Ha TPUPIBHEBIN MOJeIi:

— BiJKpUTa YacTHHA a0bo Mpe3eHTaliiHui piBeHb, 110 3a0e3neuye inTepdeiicu,
HEOOXIJTHI /I YIIPaBIiHHA 1 HACTPOIOBaHHS 1H(popMamiiHuX po3autiB 1 cepiciB KIAC.
CrpykTypa iHpopMaliifHUX PO3JLTiB MOBHMHHA I'PYHTYBAaTUCS Ha crerudimni BUKOpUC-
TaHHs 1HQOPMAIIITHUX MaTepianiB y KOPHOpaLii;

— 3akputa yactuHa KIAC abo piBeHb OI3HEC-JIOTIKH, IO MICTHTh MPOTpamHi
00’€KTH Ta MPOrpaMHHIA KOJI, AKUH pealtizye JIOTiKy pOOOTH CHUCTEM, 1 MOy, 110 pea-
7i3y10Th iH(opMaIiiiHi Ta IHTEpaKTUBHI CepBiCH. 3aKpUTa YaCTHHA MIOBUHHA PETYIIOBA-
TUCSl Ha PiBHI MpaB J0CTymy 10 po3autiB miacuctem 1 monayiniB KIAC mis koxHOro 3
aJIMIHICTPATOPIB;

— piBeHb 30epiranus ganux KIAC, mo Bkimtoyae B cedbe CYB/] 1 komnoneHTu ans
noctyny A0 naHux. s 36epiranss iHgopMallii mOBUHHA BUKOPUCTOBYBATHCS (ailioBa
cucrtema i CYB/I.

16. O6mexxeHHs noctymy 1o iHgopmarii. Lleit Mmeron mpumyckae HasiBHICTb pO3-
BUHEHOTO TIEpUMETpa OE3MEeKH, 0 Ma€ SK IEHTpalli30BaHe, TakK 1 JICIEHTPaTi30BaHEe
KepyBaHHsI, KMl OyB OM B 3MO31 OLIIHIOBATH BXIJHY 1H(POpMAaLi0 («CIy)XO00BY» 1 «KO-
pUCHY»), 1 BUKIIO4aTH iH(opmarito HeGe3neuHoro 3Micty. [Ipu npomy moBHe oOMe-
KEHHs 1ocTyny 10 iHdopmaii nependayae HEMOXKIMBICTh OTPUMAaHHSA Bei€i 1H(popMa-
il KOpUCTyBauaMu, JUIsl SIKUX SIBHO HE BCTaHOBJIEHO BIANOBIAHMI 103BiI. YacTkoBe
oOMexeHHsI JOCTymy 1o iHdopMallii mepemdadae oOMEXKEHHsI JOCTYIy HAa YUTAHHS
Ta/ab0 3MIHYy YaCTMHU BJAcCTUBOCTEH 1H(OpMaIi KOpUCTyBadaMH, /Ul SKHX SIBHO HE
BCTaHOBJICHO BIJMOBIIHUH J103BLI.

17. IIpoToKONIOBaHHA MOJIN y CUCTEMI, BEIEHHSI CUCTEMHHX >KypHAIB 3 METOIO
BUSIBJICHHSI MOXJIMBHX (DpPArMEHTIB IaHUX, K1 3a3HAJIU BTpy4YaHHsS. AHai3, KOHTPOJIb 1
xopuryBaHHs ctany KIAC 3 morisiy MOKJIMBOTO BIAXHMJICHHS Bil IITATHOTO PEXHUMY
(YHKIIIOHYBaHHS 32 PI3HUMHU HanpsMaMH, Y TOMY YHCII 32 KypHaJlaMH MO/, 1110 cTa-
mucs B KIAC, nmporokosiiamu poOOTH IpOrpaMHOro 3a0e3MeyYeHHsl; CTATUCTUKOIO 3aBaH-
Ta)XEHHS KaHaJiB 3B’S3Ky, 3aBaHT@XEHHS Ta 300iB amapaTHoOro 3abesmneyeHHs. [lpu
IbOMY HEOOX1/IHO BH3HAUUTH 1 aKTUBI3yBaTH HAsBHI B JJOJIaTKaX i OMEpaIiiiHuX cucTe-
Max MEXaHI3MHU MPOTOKOJIOBAHHS CKpi3b, Ji€ 1Ie HEOOX1JHO, a TaK0X MPOTOKOJIIOBATU
«HEOoOX1THUI MiHIMYM» MO/, a came:

— aKTHUBI3yBaTH 0a30Bi )KypHaIU O€3MeKH;

— aKTHBI3yBaTH NPOTOKOJIIOBAHHS MOJiN Mepexi;

— IPOTOKOJIIOBATH BUIIAKU HEB/AJTI01 aBTEHTU(IKALIT;

— IPOTOKOJIIOBATH MOPYIIEHHS OCTYILY;
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— TPOTOKOJIIOBATU CNPOOM IMIUIaHTalii BipyciB a00 IHIIOTO «HEIPYKHHOTO
KOy,

— TPOTOKOIIIOBATH OyAb-IKi HeCTaHAApTHI Mii/moxaii. Hampukiia, BeTuKi CKauKu
B Tpadiky MOXYTb OyTH SIK CBITYEHHSIM aTakd, TaK 1 O3HAKOIO Jy)Ke YCIIIIHOT MapKe-
TUHTOBOT KaMITaHii (PUMipoM, SIKIIIO B IECATH pa3iB ITiTHSJIACS BiJIBITYBaHICTh).

18. 3abe3neueHHs mpalne3laTHOCTI amapaTHUX 3ac00iB, KOPEKTHE BiAKIIIOYCHHS
HOCIiB JaHUX MPH 3yNUHII CUCTEMH, OKpeMUX OJI0KiB 1 MoayiiB. OOCIyroByBaHHs Mpo-
rpamMHoro 3abe3nedeHHs, 0a3 JaHUX 1 TEXHIYHOI MIATPUMKHU OOJIaIHaHHSI CIIeliai3oBa-
HUX 1HPOpPMaLIHHIX KOMIUIEKCIB 1 TEXHOJIOTiH. BukopucTanHs HaAiifHOI CUCTEMH eHe-
promocrayanss, 1o 3abesneuyye Oe3nepediliHe eHeprornocTayaHHs anapaTHUX 3aco0iB
1H(OpMaIIHHOT CUCTEMH, B3AEMOIIFOYMX CHUCTEM 1 MEPEX 3B’SI3KY BIIMOBITHO JIO JOKY-
MEHTIB, 1110 PETJIaMEHTYIOTh PEXUM YMOBHU IXHBOI €KCILTyaTallii.

19. 36epiranHs B cucTeMi pi3HHX Bepciii mporpaMm oOpoOKu/Bizyamizalii, 0 J10-
MIOMOJKE 3aro0IrTH MOMUJIOK MPHU peajizaiii NPUHLINITY «HACTiAyBaHHs». [HOMI OHOB-
JICHHS IPOAYKTIB MOPOJDKYIOTh PI3HOTO POy TEXHI4HI MpobsieMu, i OyBae JAOLUIBHUM
BIZIKOTUTHUCS Ha TONEPEHIO BEPCiI0 MPOTpaMu, SIKy PO3pOOHUKH, SIK MPABUIIO, A0aiIn-
BO IpubuparoTh 3 caifTy. CyyacHl CXOBHUIA IpOrpam J03BOJISIIOTH 30epiraTu BCi Mpo-
rpaMy B OJHOMY MiCIIi, 3 SIKOTO 1 BiIOyBa€eThCs iXHii 3amyck. CXOBUIIE CIPOMIYE MPO-
Heypy aJAMIHICTpyBaHHs Bepciif mporpam, MoJiTy MpaB Ha 3aIycK, BiJICTEKEHHS 3MiH,
CIPOIILY€E HACTPOWKY POOOUYMX CTaHIIA KOPUCTYBAYiB 1 3MEHIIye po3Mip 0a30BOro o0-
pa3y omnepauiiHoi CUCTEMH.

20. HasBHicTh KOHBEpTOPIB (hopMaTiB JaHMX 1 migcucteM iHrerpaii I13 (miacuc-
TEMHU IMIOPTY, €KCIIOPTY 1 CHHXPOHI3AIlll JaHUX MK PI3HUMHU JOJaTKaMu) ajs 3a0e3-
NIeUYeHHs] BUKOPUCTAHHS BUXIJIHUX JaHUX Y pi3HUX (popmaTax. KoHBepTOpH NaHuX Bij-
MOBIJJAIOTh 32 MEPETBOPEHHs (PailiIiB Pi3HOI CTPYKTYpH (TEKCTOBI, OiHapHi) B yHiBepca-
TpHI (hopMaTH AT MOJANBIIOTO 3aBaHTAXKEHHS JaHUX y 06a3u JaHUX.

21. 3acrocyBaHHs 3ac00iB TEpPMiHOBOTO 30€piraHHs KpPUTHYHO BAXIIUBUX JOKY-
MEHTIB, JOCTYIHHMX y PEXHMI «TUIbKA YUTAHH», pe3epBHE 30epiranHs iHpopmalii Ha
3HIMHUX HOCISIX, PO3MIIICHHS Yy 3aXUIIEHUX TMPUMIMICHHAX. 3aI0BOJIbHUTH HOBUM BH-
MOraM MO’KHa, BUKOPUCTOBYIOUHM JIEKiJIbKa mijaxoaiB. Bupobuuku pemsuiiinux CYB/]
CHOT'OJIHI PO3LIUPIOIOTH (PYHKIIOHATIBHICTh CBOIX MPOAYKTIB 32 PaxyHOK J10/1aBaHHS
CIeIIaJTbHOTO 1HEKCYBaHHSI, 110 OPIEHTOBaHE Ha pekuM read-only.

22. 30epiranHs ictopii (Bepciii) iHGopMalitHiX JOKyMeHTiB. Maiike BCi CydacHi
JOKYMEHTaJIbHI CXOBHUIIA HIATPUMYIOTh BEpPCIOHHICTh 1H(OPMAIIHUX TOKYMEHTIB.
Kpim Toro, mix nokymeHTamu (OpMYyIOThCSI B3a€EMO3B’3KH, SIKI MOXKYTh OyTH KJIacH-
¢bikoBaHi.

23. BuxopucTaHHs HaJiHUX KaHAJIB Mepenadl BXiAHUX naHux. besmeka mae 3a-
Oe3neuyBaTuCs LIMPpyBaHHAM Tpadika MK cepBepaMH JOJAaTKIB 1 KiieHTamMHu. Buko-
pHUCTaHHS JCKUIbKOX KaHaliB iH(OpMaIlii 3 MOJaNbIINM HOPIBHAHHAM IPU 3aHECEHHI B
iHpopMariiiHe cxoBHIIe (peruTiKarii).

24. 3acTocyBaHHS CHUCTEM BHSIBJICHHS 30BHINIHBOTO BIUIMBY (BTOPTHEHHS), 32 JIO-
MIOMOTOI0 SIKMX MOXHa 3adikcyBaTh (akT aTak Ha iHPopMauliiHy iHPPACTPYKTYpY,
OILIIHUTH MOXJIMBI 30MTKHU i1 BUKOHATH a/IeKBaTH1 Ail y BiAMoOBiab. [Ipu oMy 30BHIIIHI
BIUIMBU Ha 1H(QOpMalliiiHy CKJIaJ0BY HUHI MPUHHATO BBAXXATH 1HPOpPMALIHHUMU Omepa-
uisMu [6], BiIMOBIAHO Ui 3a0e3MedeHHs ii )KUBYYOCTI HEOOXiTHO 3aCTOCOBYBATH Me-
TOJIM MOHITOPHHTY Ta NMPOTUJIT iHpopMauiiiHuM onepanism. [Hdopmartiiiai onepariii no
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Memoou nioguwyennst scugynocmi iHpopmayitinoi ckiadoeoi
KOPNOpamugHux iHpopmMayitino-aHaiimuyHux cucmem niOMmpuMKu NPUUHAMms pilleHsb

060poThOi1 3 cucTemMamu KoHTpouTro Ta kKepyBaHHs KIAC ctanu gyxe iCTOTHUMHU €JIEMEH-
TaMH BEJICHHS PI3HOTO POAY NPOTHOOPCTB (0i3HECOBOro, MOJITHYHOIO, PEINIriifHOTO
toio). OcobMMBOIO METOI0 IpH 31iHCHEeHHI iH(QopMaliiftHUX onepauiil € iHpopMariii-
HO-aHAJIITUYHI CUCTEMHU MIATPUMKU MPUIHATTS pillieHb cy0’ €kTa BIUMBY [7, 8]. 3miiic-
HIOIOYH BIUIMB Ha TaKi CHCTEMH, MO>KHA JOMOTTHCS TOTO, 10 0cOOU 3 TabOpy CyNpOTH-
BHUKA, SIKI IPUHAMAIOTh pillIEeHHS, 3pOOJATh HEaJAeKBaTHI BUCHOBKH, 1 HEOOXITHUH 0i3-
HEC-TIPOIIEC 3MIHUTh TPAEKTOPIIO B HAIIPSAMKY, HEOOX1THOMY JUIsl CTOPOHH, IO BILJTUBAE
(IUB. pUCYHOK).

VY nporueci 3poctanHs MaciuTabu iH(pacT-
PYKTYpH, KUTBKICTh 1H(GOPMAIITHUX MPOIECIB 1
CKJIAJIHICTh B33a€MO3B’SI3KIB 1HKOJIM TEPEBHIILY- ——— | Inf

I0Th pyOiX, KOJIM MOJIMBO KOHTPOJIIOBATHU BCIO o,
1H(DpacTpyKTypy, OauuTH B3aEMO3B’I3KU Oi3HEC- IO

MPOIECIB 1 POJIb €JIeMEHTIB 1H()PACTPYKTypH B 4L>
KOXXHOMY TIPOIIeCi, BHACTIIOK YOTO: IAS

— B3HUXKYETbCS PIBEHb T'OTOBHOCTI Yciel
iHpopMariitHoi iHppacTpyKTypH;

— B3HUXKYETbCA SKICTh OOCIyrOBYBaHHS,
AKY, KpIM TOT0, Ba)KKO OL[IHIOBATH;

— IIpH 3MiHax NpOIECiB BUHUKAIOTh HOBI
npoOseMu B iHPpacTpyKTypi;

— 30UIbLIYETHCSA MUTOMA BapTICTh BOJO-
JiHHS 1HQPaCTPYKTYpOIO;

— BUHHUKAIOTh TPYAHOILI B IUIaHYyBaHHI
PO3BUTKY BCI€T IHPPACTPYKTYPH.

[ndopmartis, M0 MOXe BUKOPUCTOBYBATH-
csl Ui MIATPUMKH MPUHHATTS pillleHb, PO3IJIsi-
JTAETHCS BXKE HA HOBOMY PIBHI — SIK aHaJITHYHA
iHpopmaris. ba3oro A CTBOpEHHS aHANITUYHOT
iHpopmanii € iHpopMaliiiHi MOTOKH, a TaKOX
CrieniagbHl HOPMAaTUBHO-OBIKOBI 0a3u JTaHMX.
s iHdopMarttis oOpoOIsIe€ThCs aHAITUKAMH, SIKi
i TOTYIOTh aHAMITUYHY 1HQOpMaLilo (MIPOEKTH pillleHb, JOBIIKH, MPOTHO3M TOIIO) JJIs
0ci0, 1110 NPUHMaIOTh PIILICHHS.

3abe3neueHHs KUBYYOCTI aHANITUYHOI CKJIAZOBOI OXOIUIIOE YCi JIAHKHU HpOIEeCy
CTBOPEHHS Ta BUKOPUCTaHHA aHAJIITUYHOI 1H(opMallii, a came:

— OTpUMAaHHA aHAIITUKaMH BUX1IHOI 1H(pOpMaIlii;

— aH”ani3 iHpopmMalii 3a BU3HaYEHOIO Po0IIEeMOL0, 1110 3i10paHa;

— 00pobka iHpopmarii;

— MIArOTOBKA JOKYMEHTIB (aHAJITUYHHX 3BITIB);

— Bepu(ikanis aHaIiTHYHOI 1H(OpMAiT;

— BUKOPUCTAHHS aHAJITUYHOI iH(popMarii.

BianosigHo 10 11b0OTO, 320€3ME€YEHHS KUBYYOCTI aHANITHYHOI CKJIAI0BO1 BKITIOYAE
3a0e31eueHHs )KUBYYOCTI OKPEMHX JIAHOK, a CaMe:

A

BB Ha iHQopMmauiiiHO-aHATITHYHY
cucteMy cynpotuBHuKa: Inf — iHdop-
Martiitauit mpocrtip; IAS — indopmarriii-
HO-aHATITHYHA CHUCTeMa, A — abOHEHT
cucreMu (ocoba, 1o NpuiMae pimeHHs);
10 — iadopmartiitai BIumBu
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— BXiHUX 1H(QOpMAIIIHIX MOTOKIB 1 06a3 JaHUX, IO IOCITAETHCS BUKOPHCTAH-
HSIM PI3HMX KaHAJIB HAJIXOJKEHHS 1H(oOpMaIllii, MOCTYMOBUM 30UTBIICHHIM KIJTBKOCTI
JpKepen iHopMallii B aHAIITUYHIA CUCTEMI, 3aXUCTOM, PE3EPBHUM KOIIIOBaHHSM 1 1y0-
JIOBAaHHIM 0a3 1aHUX, sIKi BAKOPUCTOBYIOTHCS JJIs1 CTBOPEHHS aHATITUYHOI 1HPOpMAaLii;

— MPOTPaMHOTO 3a0€3MeUYEHHSI, SIKE 3aCTOCOBYEThCSI AaHAIITUYHOIO CITyk)0010. Pe-
KOMEH/Iy€ThCSI BAKOPUCTOBYBATH MPOTpaMHe 3a0e3MeUeHHs JeKUIbKOX (0akaHO KOHKY-
PYIOUMX) BUPOOHHKIB, HAIIPUKJIIAJ, CUCTEM KOHTEHT-MOHITOpHHTY InfoStream mopsn i3
cucreMoro Integrum; cuctem piBHS TIMOMHHOTO aHATI3y TEKCTOBOI iHopmarii ["amak-
TUKa Zoom 1nopsf i3 cuctemoro PolyAnalyst; 3aXucT nporpaMHOro 3a0e3rneyeHHs;

— JIIOJICBKOTO (DaKTOpy — 3aJydyeHHS KOJEKTHUBY B3a€MO3aMiHHUX (haxiBIIiB-
AHAJIITHKIB;

— aHaNmTUYHOI iH(opMaIlii, M0 CTBOPIOETHCS AHANITUYHUMH MiAPO3ALIAMU Ta
Ha/laeThcs 0cobam, 110 MPUIMaloTh pilleHHs — Bepudikauis iHpopmarii pizHumMu ¢a-
X1BISIMH, BUKOPUCTAHHS 3aXUIICHUX KaHATIB 3B’ A3KY, KOPIIOPATUBHUX MEPEK Oe3 Mij-
KJIIOUYEHHS (3 00MEXEHUM MiJKIIYEeHHSIM) 0 [HTepHeTy, MPOTOKOIIOBAaHHS il 3 aHa-
JITUYHOIO 1H(OpMaIli€l0, pe3epBHE KOMIIOBAaHHS, apXiByBaHHS aHAJIITHYHOI iH(pOpMaIIii.
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